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INTRODUCTION

Why Go for the CySA+?

Why do people go for any certification? For recognition? For self-assurance of
knowledge and experience? Job security? Maybe all the above?

Not every certification can deliver “all the above,” but the CySA+ can and will. The
CySA+ combines considerable difficulty, industry approval, and specialization. I know
this might look like marketing hyperbole, but read on and you’ll learn why getting this
credential should be your top priority. But waste no time afterward—you need to
practice and study!

The CySA+ Is Intermediate Level: Not for Beginners

You might already know CompTIA has a beginner infosec certification: Security+.
Being an entry-level certification, the Security+ “casts a wide net,” attracting candidates
from outside information security circles, such as database admins, system admins,
network engineers, and general IT professionals. For people coming from outside
information security, the Security+ starts them on the path of information security
professional. It’s safe to assume that many Security+ candidates pass the exam based on
diligent studying, but likely have minimal actual infosec experience. Getting by with just
book know-how is not the case with the CySA+.

By comparison, a CySA+ candidate must possess knowledge beyond the core book
knowledge. If you read the exam details, you see there 1s no absolute work experience
prerequisite. However, CompTIA does recommend a minimum of three to four years of
hands-on experience. The difference is, the CySA+ has a strong, technical, hands-on
focus. You will see this in the wording of the questions and explanations.

The CySA+ Is Specialized: Not for Generalists

Exams for other information security certifications (including the Security+) will test
candidates on a broad range of topics: risk and threat management, incident detection
and handling, as well as penetration testing and IT auditing. The CySA+ exam does
cover the first few main topics, with a deeper focus on analytics and incident response.
However, penetration testing and auditing are purposefully detached from the CySA+
coverage.

Instead of generalizing the CySA+, CompTIA took penetration testing and auditing
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and created another separate intermediate-level cert for information security
professionals: PenTest+. I would assume this was done to better reflect real life. Full-
time security analysts and penetration testers are typically different people, each with a
respectable depth of knowledge of their role. More about PenTest+ can be found online.

The Industry Recognizes Your Good Work

Of course, there are no guarantees or absolute job security. And adding a few letters
next to your name on your resume doesn’t guarantee you are a rock star. But if you seek
an information security analyst position, the CySA+ credential labels your experience
and value. Your employer, whether current or expected, recognizes the CySA+ and what
was required from you to earn it.

What to Expect from the CySA+ Exam

To reap that sweet, sweet professional karma we talked about, you must take the CySA+
exam. Be forewarned: it isn’t easy. (Why should it be?) Let’s talk about what to expect
when you take the CySA+ exam.

Some bullet points:

» Itis composed of up to 85 questions. (You might get fewer, but doubtful.)

» The format is multiple choice, plus a few “performance-based” questions (a few
comments about those later).

* You’ll have 165 minutes to complete the exam. (That’s 2 hours and 45 minutes.)
» To pass, you need to score a 750 or higher, out of 900.

Some quick math shows you have roughly two minutes per question. Anyone who has
ever taken such an exam before knows that some questions will take you five seconds
while others may plague you for five minutes.

One warning I will give: do not be surprised by the performance-based questions if
they come early. Do not panic about them taking all your time. After you handle the
performance-based questions, the standard multiple-choice questions will seem to go by
quickly.

Lastly, because the exam delivers only up to 85 questions, it is not possible to be
questioned on every topic and subtopic listed in the Exam Objectives map. In this book,
however, you can be assured that at least one question will touch each and every bullet
point on the Objective map, to help you assess your knowledge and prepare for the
exam.
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How to Use This Book

This is a practice exam book, not a study guide. The goal of this book is to prepare you
for the CompTIA CySA+ exam. Use this book as a tool to assess your knowledge. Only
after you assess what you know (and don’t know), can you decide confidently whether
you’re ready to take the exam. Therefore, you want to use this book as your tool to gauge
your readiness.

Based on the Exam Structure

This book takes a practical and systematic approach, more than other books available.
This book’s 15 chapters are divided into four parts:

» Threat Management

* Vulnerability Management

» Cyber Incident Response

» Security Architecture and Tool Sets

These should look familiar, as they are the same four domains found on the CySA+
exam.

Weighted by Exam Domain Distribution

There are about 300 questions in total across all four parts (and many more in the

Total Tester software). Of these questions, the number allotted to each part also mimics
the same percentage each domain is allotted on the CySA+ exam. As with this guide, the
CompTIA exam consists of four domains (categories). CompTIA indicates the relative
level of importance of each domain with the following weighting in the exam:

Domain % of Examination
1.0 Threat Management 27 percent
2.0 Vulnerability Management 26 percent
3.0 CyberIncident Response 23 percent

4.0 Security Architecture and Tool Sets 24 percent
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And lastly, the question content and coverage were carefully written to best prepare
you for the questions you will encounter on the exam. In fact, every topic, subtopic, and
bullet point of the CompTIA CySA+ Exam Objectives is covered at some point within
the respective chapters. This was double-checked by a third-party reviewer before this
book was permitted to be published.

Taking a Practical Approach

To assess your knowledge, this book takes the simple, proven approach: you have a
question and you choose among the provided answers. Like on the CySA+ exam, all of
questions are multiple choice, with at least four, up to five, potential answers. The
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explanations given for each question do reinforce the correct answer, as well as clarify
why incorrect answers are wrong.

Performance questions, very much like you’ll find on the exam, are also available to
you via the TotalTester software. For more information, see the “About the Digital
Content” appendix.

Using the Digital Content

This book comes complete with TotalTester customizable practice exam software
containing 200 multiple-choice practice exam questions, a pre-assessment test, and ten
performance-based questions. For details on accessing and using the content, see the
“About the Digital Content” appendix.

Using the Objective Map

The following Objective Map has been constructed to help you cross-reference the
official exam objectives from CompTIA with the relevant coverage in the book.
References have been provided for the exam objectives exactly as CompTIA has
presented them, along with the chapter and question numbers.

NOTE Questions may cover more than one objective. Be sure to read the in-depth
explanation of both correct and incorrect answers at the end of each chapter to
understand the full context of each question.
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Objective Map: Exam CS0-001
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Chapter

Domain, Objective, Sub-objective Number Question Number
1.0 Threat Management
1.1 Given a scenario, apply environmental reconnaissance techniques using appropriate tools
and processes.
Procedures/common tasks 1 1,4,5,6,7,11,16,19, 20
Variables 1 1,8,9,10, 14, 21
Tools 1 2,3,11,12,13,15,17,18,19, 20
1.2 Given a scenario, analyze the results of a network reconnaissance.
Point-in-time data analysis 2 5.15,20,21,22
Data correlation and 2 3.5.6.7
analytics
Data output 2 1,4,8,11,12,13,14,16,17,19
Tools 2 2,9,10,16, 18,19, 21
1.3 Given a network-based threat, implement or recommend the appropriate response
and countermeasure.
Network segmentation 3 1,2,3
Honeypot 3 6
Endpoint security 3 12
Group policies 3 19
ACLs 3 7,89, 11
Hardening 3 10,15,16,17,18
Network Access Control 3 4,5,9,13,14,20
(NAC)
14 Explain the purpose of practices used to secure a corporate environment.
Penetration testing 4 2,3,7,11,14,16,17,18
Reverse engineering 4 6,8,9,10, 14
Training and exercises 4 12,13
Risk evaluation 4 1,4,5,15,19, 20
2.0 Vulnerability Management
2.1 Given a scenario, implement an information security vulnerability management process.
Identification of 5 1,2,3,4,5,33,39,40
requirements
Establish scanning 5 6,7,8,3236

frequency
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2.2

23

3.0
3.1

3.2

Configure tools to perform 5 9,10, 11, 23, 24, 27,30, 31, 34, 35
scans according to
specification

Execute scanning 5 12,37

Generate reports 5 13,14

Remediation 5 15,16,17, 18,19, 20, 21, 22, 25, 28, 29, 38
Ongoing scanning and 5 26

continuous monitoring

Given a scenario, analyze the output resulting from a vulnerability scan.

Analyze reports from a 6 1,2,3,4,34,38
vulnerability scan
Validate results and 6 5,7.9,10, 28, 29, 32, 35, 36

correlate other data points

Compare and contrast common vulnerabilities found in the following targets within
an organization.

Servers 6 11
Endpoints 6 12,27,31
Network infrastructure 6 23
Network appliances 6 24,37
Virtual infrastructure 6 12,13,18, 21,22
Mobile devices 6 16,30
Interconnected networks 6 15
Virtual Private Networks 6 14,19
(VPNs)

Industrial Control Systems 6 25

(ICSs)

SCADA devices 6 20, 26

Cyber Incident Response
Given a scenario, distinguish threat data or behavior to determine the impact of an incident.
Threat classification 8 1,2,12

Factors contributing to 8 3,4,5,6,7.8,9.10,11,13,14, 15,16, 17
incident severity and
prioritization

Given a scenario, prepare a toolkit and use appropriate forensics tools during
an investigation.

Forensics kit 9 1,2.5,8,913. 14,15, 16,17

Forensic investigation suite 9 1,3,4,6,7,10,11,12
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33

4.3

4.4

4.5

4.2

Explain the importance of communication during the incident response process.

Stakeholders 7 1.8:12,13
Purpose of communication 7 14,17
Drocesses .

Security issues associated 12 10,11
with federation and single

sign-on

Exploits 12 8,9,12,13

Given a scenario, review security architecture and make recommendations to implement
compensating controls.

Security data analytics 13 5. 11
Manual review 13 8,10, 14
Defense in depth 13 1,2,3,4,56,7,8,9,13,12,14

Given a scenario, use application security best practices while participating in the
Software Development Life Cycle (SDLC).

Best practices during 14 1,2,4,5,6,7
software development

Secure coding best practices 14 3,89

Compare and contrast the general purpose and reasons for using various cybersecurity
tools and technologies.

Preventative 15 7,8,10,11,13,14
Collective 15 1,2,3,4,56,7,8,9,13,14
Analytical 15 1,2,4,6,89

Exploit 15 1,4,6,7,14

Forensics 15 5,6,7

Given a scenario, use data to recommend remediation of security issues related to identity
and access management.

Security issues associated 12 1,4
with context-based
authentication

Security issues associated 12 2,37
with identities

Security issues associated 12 56
with identity repositories
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Applying Reconnaissance Techniques

This chapter includes questions on the following topics:
» Approaches to conducting reconnaissance
 Tasks involved in identifying and reconnoitering a target
» Variables affecting reconnaissance efforts
» Common tools used for discovery or reconnaissance

As a cybersecurity analyst, you’ll need the knowledge and skills to carry out a variety
of tasks. Those tasks include configuring and using threat detection tools, performing
data analysis, as well as interpreting the results to identify vulnerabilities, threats, and
risks to an organization. The end goal is to secure and protect the resources within the
organization. Those resources include the servers, network, and data as well as the user
accounts accessing and using it all.

Protecting resources starts with vulnerability management, or knowing what
weaknesses exist and applying appropriate measures to minimize them. Risk
management is an ongoing process. To begin, you need to identify and evaluate the
assets—or in the attacker’s perspective, the targets. The first part, identifying what
targets exist, 1s done through reconnaissance. To perform reconnaissance, you need to

apply several techniques and employ a variety of tools. And that is what this chapter is
all about.

) QUESTIONS

1. Which of the following is not an example of reconnaissance or gathering
information of the target company through open source intelligence?

A. Using LinkedIn and other social media to gather e-mail addresses of top
executives

B. Performing passive reconnaissance by capturing packets and scanning ports

e

Monitoring job sites to learn what technologies are used

=

Performing DNS harvesting of company network data from external DNS
Servers
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2. What is the name of the command-line version of Wireshark?
A. nmap
B. tcpdump
C. Nessus
D. TShark

3. You’re at an employee’s workstation. You need to quickly determine what other
machines this system is talking to. You don’t have time to install extra tools. What
command-line utility and command-line switch will reveal connections between
this workstation and others?

A. tcpdump -i -ethO
B. nikto -host
C. netstat -a

D. nbtstat -A

4. You suspect an employee’s workstation may be the source of malicious traffic.
Which of the following steps is the best course of action to determine both the
type of traffic and this workstation’s participation in the traffic?

A. Set up packet capturing on a network device upstream from the workstation.
B. Set up packet capturing on the suspect workstation.
C. Set up packet capturing on a small group of servers identified as targets.

D. Install antivirus software on the suspect workstation.

5. Ata few employee workstations, including a suspect system, you bring up a
command window and type arp -a to display the cached entries of hostnames and
IP addresses, as well as those IPs resolved to a MAC address. At first glance,
today’s entries seem normal. However, you know for a fact these MAC addresses
are not how they were or should be. This i1llustration shows what the cache was
before the suspicious behavior:

Alan’s system Gail's system Sam's system
IP address: 10.1.1.20 IP address: 10.1.1.34 IP address: 10.1.1.90
IP address | Hardware address IP address | Hardware address IP address | Hardware address
10.1.1.34 Gail's MAC 19.1.1:20 Alan’s MAC 10.1.1.20 Alan’s MAC
10.1.1.90 Sam's MAC 10.1.1.90 Sam’s MAC 10.1.1.34 Gail's MAC
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And this 1llustration shows today’s new cached entries:

Alan’s system Gail's system Sam’s system
IP address: 10.1.1.20 IP address: 10.1.1.34 IP address: 10.1.1.90
IP address | Hardware address IP address | Hardware address IP address | Hardware address
10.1.1.34 Sam’s MAC 10.1.1.20 Sam's MAC 10.1.1.20 Alan’s MAC
10.1.1.90 Sam’s MAC 10.1.1.90 Sam's MAC 10.1.1.34 Gail's MAC

Notice the differences between the illustrations. From these differences, which is
the suspect system and what technique 1s being used?

A. DNS poisoning, and both Alan and Gail’s systems are attacking.
B. ARP poisoning, and Alan’s system is the attacker.
C. ARP poisoning, and Gail’s system is the attacker.
D. ARP poisoning, and Sam’s system is the attacker.

6. Utilizing search sites as well as professional and social media sites with the goal
of gathering contact information is an example of what?

A. CVSS

B. OSINT

C. Social engineering
D. Phishing

7. A small business is concerned about the threat of social media profiling on its
employees. Which of the following actions could you take to best mitigate the
threat?

A. Demonstrate phishing examples to the users.
B. Increase the level of detail in the system logs.
C. Review the social media application logs with management.
D. Review job site listings with HR and systems administrators.
8. Which of the following is not an example of a virtualization technology?
A. Containers
B. Software-defined networking
C. Mirroring
D. Hypervisors
9. Which of the following is a Type 2 hypervisor?
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10.

11.

12.

A. VMware Player

B. Microsoft Hyper-V

C. VMware ESX

D. Kernel-based Virtual Machine

Which of the following is not an actual cloud computing technology?
A. TaaS

B. SaaS

C. PaaS

D. SDN

You are tasked with scanning across the network space 192.168.2.x and
identifying what operating systems are presently running. Select the correct tool
and command-line switch necessary to determine what operating systems are
running on that subnet.

A. nikto -Version 192.168.2.0

B. nmap -O 192.168.2.0/24

C. syslog -network 192.168.2.0-192.168.2.254
D. netstat -a 192.168.2.0 /24

Referring to Figure 1-1, select from the following actions what the person’s likely
intentions are.

A. Assessing what web vulnerabilities are present
B. Inventorying the web configuration settings

C. Locating the host web server from the network
D. Reviewing the web server’s HTTP methods
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root@kali: ~

File Edit View Search Terminal Help

:~# nikto -host 192.168.2.19
Nikto v2.1.6

Target IP: 192.168.2.19

Target Hostname: 192.168.2.19

Target Port: 80

Start Time: 2018-01-25 18:38:13 (GMT-5)

Server: Microsoft-IIS/7.5

The anti-clickjacking X-Frame-Options header is not present.

The X-XSS-Protection header is not defined. This header can hint to the user
agent to protect against some forms of XSS
+ The X-Content-Type-Options header is not set. This could allow the user agent
to render the content of the site in a different fashion to the MIME type

No CGI Directories found (use '-C all' to force check all possible dirs)

Allowed HTTP Methods: OPTIONS, TRACE, GET, HEAD, POST

Public HTTP Methods: OPTIONS, TRACE, GET, HEAD, POST

/: Appears to be a default IIS 7 install.

7535 requests: @ error(s) and 6 item(s) reported on remote host

End Time: 2018-01-25 18:38:24 (GMT-5) (11 seconds)

1 host(s) tested

(~# l

Figure 1-1 Running nikto at the command line

13. A company has suffered a recent incident where a print server was infected with
malware and began aggressively scanning other machines on the network. The
malware-infected server was identified only after a significant number of other
machines were experiencing issues. Although the problem was contained, the
timing was an issue. The company asks you to suggest how responding to
problems like this could be done more quickly. What do you suggest?

A. The company should review the firewall rules for areas to improve.
B. The company should install an IDS on the network.

C. The company should install an IPS on the network.

D. The company should scan for further vulnerable print servers.

14. What 1s a primary challenge to using cloud storage versus on-premises storage?
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15.

16.

17.

18.

19.

A. On-premises storage doesn’t permit mobile access.

B. Expensive software licensing and hardware for cloud services.
C. Cloud resources put more emphasis on identity management.
D. Limited options for cloud computing.

Wireshark and tcpdump are examples of what kind of application?
A. Syslog aggregators

B. Packet analyzers

C. Intrusion detection systems

D. Port scanners

Which of the following is not included when capturing packet headers but is
provided with full packet capture?

A. Source address

B. Payload

C. Protocol flags

D. Destination address

Which of the following statements is not true when it comes to syslog?
A. Syslog supports a broad range of devices and events.

B. Messages can be aggregated into a single, nonhierarchical feed.
C. Devices are polled for messages, echoing back to a syslog server.
D.

The syslog protocol and messaging come native in most firewalls and
network devices as well as most *nix systems.

A company is frustrated by its firewall’s inability to catch higher-level malicious
attacks, such as SQL injection and cross-site scripting (XSS). The firewall is
unable to distinguish between valid HTTP traffic and malicious attacks when such
traffic traverses the firewall on port 80. What do you see as the primary limitation
of the firewall?

A. The firewall is an application-layer firewall, unable to identify the higher-
layer data.

B. The firewall needs to be partnered with an IDS or IPS.
C. The firewall rules need to be reviewed and likely changed.

D. The firewall is a layer 3 or 4 device and should be replaced with an
application-layer device.

If an attacker is using nmap to map the network topology, which of the returned
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20.

21.

states of the port scans provides the least information?
A. Unfiltered

B. Filtered

C. Closed

D. Open

What would be an appropriate tool for performing service discovery on a large
network?

A. An IDS (but no IPS) placed anywhere on the servers’ local subnet
B. A HIDS placed on a target server

C. Any tool able to review firewall logs or router ACLs

D. A port scanner

When you’re capturing packets on a wireless network versus a wired network,
which of the following statements are true? (Choose all that apply.)

A. Using promiscuous mode to view all packets applies on both wired and
wireless networks.

B. Being in monitor mode allows for the capture of all 802.11 activity, without
connection to the access point.

C. Wireless signals can be relatively limited beyond a physical presence such as
a fence.

D. Strong, secure encryption provides no protection against data exposed via
eavesdropping.
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1.

Which of the following is not an example of reconnaissance or gathering
information of the target company through open source intelligence?

A. Using LinkedIn and other social media to gather e-mail addresses of top
executives

B. Performing passive reconnaissance by capturing packets and scanning ports

C. Monitoring job sites to learn what technologies are used

=

Performing DNS harvesting of company network data from external DNS
Servers

1 B s correct. Capturing packets and scanning ports are not examples of passive
reconnaissance. Scanning ports is considering active reconnaissance. If your
activities could create entries in a log, then those actions are not passive.

7w A, C, and D are incorrect. A is incorrect because LinkedIn 1s a site external to
the company. You can interact with LinkedIn to gather information about a
company without directly interacting with that company. Therefore, this is a
form of open source intelligence gathering. C is incorrect because, like
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LinkedIn, the job sites are presumed to be external to the company. D is
incorrect because DNS harvesting involves interacting with DNS servers

outside the company’s DNS servers, versus interacting with internal DNS
Servers.

2. What is the name of the command-line version of Wireshark?

A. nmap

B. tcpdump
C. Nessus

D. TShark
7 D 1s correct. TShark is the command-line interface of Wireshark.

7w A, B, and C are incorrect. A is incorrect because nmap is a port scanning tool,
not a command-line interface to Wireshark. B is incorrect because, although
tcpdump is indeed a packet capturing tool, it is not the command-line version
of Wireshark. C is incorrect because Nessus is a vulnerability scanning tool,
not a command-line packet capturing tool.

3. You’re at an employee’s workstation. You need to quickly determine what other
machines this system is talking to. You don’t have time to install extra tools. What
command-line utility and command-line switch will reveal connections between
this workstation and others?

A. tepdump -i -ethO
B. nikto -host
C. netstat -a

D. nbtstat -A

7 C 1s correct. The utility netstat is on the workstation and is already a part of
the operating system. Netstat is a command-line utility for viewing network
statistics information, such as what connections and protocols are in use. The
command-line switch -a will display all connections and listening ports.

n A, B, and D are incorrect. A is incorrect because tcpdump is a packet
capturing utility. The -i switch is for specifying an interface. B is incorrect
because Nikto is a utility for scanning web vulnerabilities. The command-line
switch -host will set the target host by IP or hostname. D is incorrect because
the utility nbtstat informs you about NetBIOS connections. Although both
nbtstat and netstat are available in most Windows versions, the utility netstat is
best for determining all the current network connections.

4. You suspect an employee’s workstation may be the source of malicious traffic.
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Which of the following steps is the best course of action to determine both the
type of traffic and this workstation’s participation in the traffic?

A. Set up packet capturing on a network device upstream from the workstation.
B. Set up packet capturing on the suspect workstation.

C. Set up packet capturing on a small group of servers identified as targets.

D. Install antivirus software on the suspect workstation.

1 B 1s correct. Capturing packets from the suspect workstation will yield
complete information regarding this workstation as the source, thus
demonstrating both the types of traffic and how the workstation fits into the
situation.

7w A, C, and D are incorrect. A is incorrect because, although capturing packets
is correct, capturing them from the network may miss traffic routed outside of
the capturing device. The optimum location for capturing is on the workstation
itself. C is incorrect because capturing packets on a few targets would likely
mean missing specific traffic to unknown targets. D is incorrect because,
although antivirus software might help identify malware, it might not help
identify the type of traffic, nor will it answer whether the traffic is associated
with any quarantined malware.

. At a few employee workstations, including a suspect system, you bring up a
command window and type arp -a to display the cached entries of hostnames and
IP addresses, as well as those IPs resolved to a MAC address. At first glance,
today’s entries seem normal. However, you know for a fact these MAC addresses
are not how they were or should be. This illustration shows what the cache was
before the suspicious behavior:

Alan’s system Gail's system Sam’s system
IP address: 10.1.1.20 IP address: 10.1.1.34 IP address: 10.1.1.90
IP address | Hardware address IP address | Hardware address IP address | Hardware address
10.1.1.34 Gail's MAC 19.1.1:20 Alan's MAC 10.1.1.20 Alan’s MAC
10.1.1.90 Sam’s MAC 10.1.1.90 Sam's MAC 10.1.1.34 Gail's MAC

And this 1llustration shows today’s new cached entries:
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Alan’s system Gail's system Sam's system
IP address: 10.1.1.20 IP address: 10.1.1.34 IP address: 10.1.1.90
IP address | Hardware address IP address | Hardware address IP address | Hardware address
10.1.1.34 Sam’s MAC 10.1.1.20 Sam's MAC 10.1.1.20 Alan’s MAC
10.1.1.90 Sam’s MAC 10.1.1.90 Sam's MAC 10.1.1.34 Gail's MAC

Notice the differences between the illustrations. From these differences, which is
the suspect system and what technique 1s being used?

A. DNS poisoning, and both Alan and Gail’s systems are attacking.
B. ARP poisoning, and Alan’s system is the attacker.
C. ARP poisoning, and Gail’s system is the attacker.
D. ARP poisoning, and Sam’s system is the attacker.

1 D is correct. ARP poisoning is the technique, which is apparent by the changed
ARP cache entries, and the second illustration shows Sam’s system as the new
target MAC address for traffic intended for Gail and Alan’s systems. Thus, we
can assume Sam’s system is the culprit.

n A, B, and C are incorrect. A is incorrect because DNS poisoning or DNS
spoofing involves spreading illegitimate DNS information, which isn’t evident
in the illustration or mentioned in the text. B and C are incorrect because the
second illustration shows Sam’s system as the new MAC entry, not Alan’s or
Gail’s.

6. Utilizing search sites as well as professional and social media sites with the goal
of gathering contact information is an example of what?

A. CVSS

B. OSINT

C. Social engineering

D. Phishing

1 B 1s correct. OSINT, or open source intelligence, refers to gathering

information about a target without directly interacting with that target’s
infrastructure.

7 A, C,and D are incorrect. A is incorrect because CVSS stands for Common
Vulnerability Scoring System, which is the industry standard method for
ranking vulnerabilities. C is incorrect because social engineering involves

interacting with people, not websites. D is incorrect because phishing
involves e-mailing potential targets.
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7. A small business is concerned about the threat of social media profiling on its

employees. Which of the following actions could you take to best mitigate the
threat?

A. Demonstrate phishing examples to the users.

B. Increase the level of detail in the system logs.

C. Review the social media application logs with management.
D. Review job site listings with HR and systems administrators.

7 A 1s correct. Phishing e-mails are a common result of targeted social media

profiling. Showing users the dangers of phishing might improve their social
profiles.

7 B, C, and D are incorrect. B is incorrect because system logs provide no
reflection of social media profiling. C is incorrect because management
already is aware of the problem, and reviewing application logs accomplishes
little here. D is incorrect because job site listings are not the problem.

8. Which of the following is not an example of a virtualization technology?
A. Containers
B. Software-defined networking
C. Mirroring
D. Hypervisors

1 C 1s correct. Mirroring describes a technique of fault tolerance in storage, or

in the case of switch ports, it describes copying network traffic. Mirroring is
not a virtualization technology.

7w A, B, and D are incorrect. Containers, software-defined networking (SDN),
and hypervisors are all virtualization technologies.

9. Which of the following is a Type 2 hypervisor?
A. VMware Player
B. Microsoft Hyper-V
C. VMware ESX
D. Kernel-based Virtual Machine

7 Ais correct. VMware Player is a Type 2 hypervisor, which means it runs from
within an operating system.

7 B, C, and D are incorrect. Microsoft’s Hyper-V, VMware ESX, and Kernel-
based Virtual Machine are all Type 1 hypervisors, also called bare-metal
hypervisors because the software runs directly on the “bare metal” hardware,
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not within an OS.

10. Which of the following is not an actual cloud computing technology?

A. laaS
B. SaaS
C. PaaS
D. SDN

7 D is correct. Although SDN (or software-defined networking) is a
virtualization technology, it is not necessarily in the cloud.

w A, B, and C are incorrect. A 1s incorrect because Infrastructure as a Service
(IaaS) describes utilizing a complete infrastructure from a service provider. B
is incorrect because Software as a Service (SaaS) describes user access to
specific applications from a service provider. C is incorrect because Platform

as a Service (PaaS) describes running a platform on top of a server operating
system.

11. You are tasked with scanning across the network space 192.168.2.x and

12.

identifying what operating systems are presently running. Select the correct tool
and command-line switch necessary to determine what operating systems are
running on that subnet.

A. nikto -Version 192.168.2.0

B. nmap -O 192.168.2.0/24

C. syslog -network 192.168.2.0-192.168.2.254
D. netstat -a 192.168.2.0 /24

7 B is correct. Nmap is capable of detecting operating systems, and the
command-line syntax shown is correct.

xn A, C, and D are incorrect. The utilities nikto, syslog, and netstat are incapable
of determining the operating systems.

Referring to Figure 1-1, select from the following actions what the person’s likely
intentions are.

A. Assessing what web vulnerabilities are present
B. Inventorying the web configuration settings

C. Locating the host web server from the network
D. Reviewing the web server’s HTTP methods
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root@Kkali: ~

File Edit View Search Terminal Help

:~# nikto -host 192.168.2.19
Nikto v2.1.6

Target IP: 192.168.2.19

Target Hostname: 192.168.2.19

Target Port: 80

Start Time: 2018-01-25 18:38:13 (GMT-5)

Server: Microsoft-IIS/7.5
The anti-clickjacking X-Frame-Options header is not present.
The X-XSS-Protection header is not defined. This header can hint to the user
agent to protect against some forms of XSS
+ The X-Content-Type-Options header is not set. This could allow the user agent
to render the content of the site in a different fashion to the MIME type
No CGI Directories found (use '-C all' to force check all possible dirs)
Allowed HTTP Methods: OPTIONS, TRACE, GET, HEAD, POST
Public HTTP Methods: OPTIONS, TRACE, GET, HEAD, POST
/: Appears to be a default IIS 7 install.
7535 requests: 0@ error(s) and 6 item(s) reported on remote host
End Time: 2018-01-25 18:38:24 (GMT-5) (11 seconds)

1 host(s) tested

T~ I

Figure 1-1 Running nikto at the command line

71 A 1s correct. The tool shown 1s Nikto, a web vulnerability scanner. The person

used Nikto to scan for vulnerabilities on the web server at address
192.168.2.19.

xn B, C, and D are incorrect. B is incorrect because web server configuration
settings are not adequately collected. C is incorrect because Nikto is not a
network scanner, nor can it identify where is the web server is on a network.
D is incorrect because, although Nikto does show the HTTP methods, that’s
not its intended purpose.

13. A company has suffered a recent incident where a print server was infected with
malware and began aggressively scanning other machines on the network. The
malware-infected server was identified only after a significant number of other
machines were experiencing issues. Although the problem was contained, the
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timing was an issue. The company asks you to suggest how responding to
problems like this could be done more quickly. What do you suggest?

A. The company should review the firewall rules for areas to improve.
B. The company should install an IDS on the network.

C. The company should install an IPS on the network.

D. The company should scan for further vulnerable print servers.

1 C 1s correct. An IPS would not only identify the problem but immediately react
to contain or eliminate it.

x A, B, and D are incorrect. A is incorrect because the problem was not
described as originating from outside the firewall. B is incorrect because,
although an IDS would identify the problem, it would not address the
company’s need for faster response. D is incorrect because, although a good

idea, vulnerability scanning would not address the company’s desire for fast
response.

14. What is a primary challenge to using cloud storage versus on-premises storage?

15.

A. On-premises storage doesn’t permit mobile access.

B. Expensive software licensing and hardware for cloud services.
C. Cloud resources put more emphasis on identity management.
D. Limited options for cloud computing,

1 C is correct. Identity management becomes ever more important when users
are accessing resources away from your control.

w A, B, and D are incorrect. A is incorrect because mobile access is not
restricted to only cloud resources. B is incorrect because a key benefit of
services in the cloud is how inexpensive it is without the need to purchase

hardware or upgrades. D is incorrect because cloud computing can take many
forms: Infrastructure as a Service, Platform as a Service, or simply Software
as a Service.

Wireshark and tcpdump are examples of what kind of application?
A. Syslog aggregators

B. Packet analyzers

C. Intrusion detection systems

D. Port scanners

71 B s correct. Wireshark and tcpdump are packet capturing and analysis tools.
Both will allow you to capture and view packets as well as perform varying
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16.

17.

18.

levels of analysis on network traffic.

n A, C, and D are incorrect. Neither Wireshark nor tcpdump perform as a syslog
aggregator, an intrusion detection system, or a port scanner. Although
Wireshark could technically be set to alert if a particular packet or part of a
packet were captured, that is far from its intended purpose.

Which of the following is not included when capturing packet headers but is
provided with full packet capture?

A. Source address

B. Payload

C. Protocol flags

D. Destination address

71 B is correct. The payload is not captured when only the packet header is
captured.

w A, C, and D are incorrect. The header contains source and destination
addresses, protocol flags, TTL, a header checksum, and protocol version—all
dependent on the exact protocol in use.

Which of the following statements is not true when it comes to syslog?
A. Syslog supports a broad range of devices and events.

B. Messages can be aggregated into a single, nonhierarchical feed.
C. Devices are polled for messages, echoing back to a syslog server.

D. The syslog protocol and messaging come native in most firewalls and
network devices as well as most *nix systems.

1 C s correct. Syslog does not “poll” devices for event messages. Syslog
messages are only sent to a syslog server, with no prompting.

7w A, B, and D are incorrect. A is incorrect because a wide variety of devices
and types of messages are supported by syslog. B is incorrect because syslog
messages are collected and shown as a flat feed. D is incorrect because such
network devices and *nix systems do support syslog.

A company is frustrated by its firewall’s inability to catch higher-level malicious
attacks, such as SQL injection and cross-site scripting (XSS). The firewall is
unable to distinguish between valid HTTP traffic and malicious attacks when such

traffic traverses the firewall on port 80. What do you see as the primary limitation
of the firewall?

A. The firewall is an application-layer firewall, unable to identify the higher-
layer data.
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=

The firewall needs to be partnered with an IDS or IPS.

The firewall rules need to be reviewed and likely changed.

C 0

The firewall is a layer 3 or 4 device and should be replaced with an
application-layer device.

7 D is correct. The problem described seems to point to a standard firewall
that’s unable to inspect application-layer traffic. It should be replaced with a
capable, application-layer firewall.

7w A, B, and C are incorrect. A 1s incorrect because it is a false to claim the
application-layer firewall 1s unable to identify higher-layer data. B is

incorrect because, although an IDS/IPS would help, the firewall’s shortcoming

is the primary issue here. C is incorrect because the rules are likely not able to
address the application-layer issue.

19. If an attacker 1s using nmap to map the network topology, which of the returned
states of the port scans provides the least information?

A. Unfiltered

B. Filtered

C. Closed

D. Open

1 B s correct. Filtered state means the nmap probe scan was unable to reach the
port, to hear back whether the port was open or closed. This would make the
attacker’s efforts most difficult in mapping the network topology in order to

understand the various network areas such DMZ, perimeter devices, and other
key network components.

7w A, C, and D are incorrect. A is incorrect because unfiltered means nmap was
able to reach the port but was unable to determine conclusively whether it was
open or closed. The unfiltered state only applies when an ACK scan is being
performed, often to map firewall rulesets. C is incorrect because closed
means the port was reached and was decidedly closed. D is incorrect because
open means the port was reached and was concluded to be open or listening.

20. What would be an appropriate tool for performing service discovery on a large
network?

A. An IDS (but no IPS) placed anywhere on the servers’ local subnet
B. A HIDS placed on a target server

C. Any tool able to review firewall logs or router ACLs
D. A port scanner
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7 D is correct. A port scanner would quickly reveal what ports (and the services
behind them) are open and listening on devices on the scanned network.

7w A, B, and C are incorrect. A and B are incorrect because an IDS/HIDS (but
not an IPS) should alert on valid services instead of only on detected malware
traffic. C is incorrect because reviewing firewall logs and router ACLs will

tell about flagged traffic attempts and permitted traffic, but provides little
information about services and the systems providing them.

21. When you’re capturing packets on a wireless network versus a wired network,
which of the following statements are true? (Choose all that apply.)

A. Using promiscuous mode to view all packets applies on both wired and
wireless networks.

B. Being in monitor mode allows for the capture of all 802.11 activity, without
connection to the access point.

C. Wireless signals can be relatively limited beyond a physical presence such as
a fence.

D. Strong, secure encryption provides no protection against data exposed via
eavesdropping.

71 A and B are correct. A is correct because promiscuous mode, if supported by
the wireless card, is what allows the card to process all 802.11 activity, not
just traffic targeted to that card. B is correct because monitor mode allows the
same visibility to all activity, even without being connected to an access point.

% C and D are incorrect. C is incorrect because wireless signals are generally
not too affected by thin physical structures such as fences. The distance from
the access point has more of an effect on signal strength. D is incorrect
because strong encryption does indeed protect against eavesdropping when

data is gathered. The signal can be collected, but encryption ensures
confidentiality.
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Analyzing the Results of Reconnaissance

This chapter includes questions on the following topics:
» Sources of data to consider in your analysis
* Point-in-time data analysis
» Data correlation and analysis
» Common tools used in security analytics

In the prior chapter, you applied tools and techniques to conduct reconnaissance.
Benefiting from reconnaissance takes more than just collecting information. To benefit,
you need to both collect and analyze that information. The analysis 1s what changes the
collected data into something useful—something that helps the security analyst identify
and measure what an attacker would consider as targets.

Careful analysis involves a variety of sources and methods. Sources include various
logs, devices on the perimeter or within the network, and data you’ve personally
collected. You might analyze data from a snapshot in time or across a period of time.
Depending on what you’re looking for, you have an assortment of tools at your disposal
—and that is what this chapter is all about.

) QUESTIONS

1. Which of the following data sources would offer the least diverse, most precise
kind of information?

A. Syslogs
B. Firewalls logs
C. Packet captures
D. Nmap results
2. What device combines the functionality of a traditional firewall and an IPS?
A. Next-Generation Firewall
B. DSN firewall

C. Enterprise firewall
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D. Discovery firewall
3. Which of the following are the two types of approaches to analyzing data?
A. Compare and contrast
B. Correlation
C. Patterned
D. Point-in-time

4. In an IP packet header, what field value is decremented with each interface the
packet goes through?

A. Fragment offset
B. ToS
C. TTL
D. THL
5. Which of the following is an example of point-in-time analysis?
A. Anomaly analysis
B. Behavioral analysis
C. Availability analysis
D. Traffic analysis

Use the following scenario to answer Questions 6-—9:

Recently, a few users have been complaining that their workstations are exhibiting some
strange behavior. However, you find no obvious events showing up in system logs, and
the application logs show nothing out of the ordinary. You suspect the issue could be
new malware and decide to delve deeper.

6. You inspect logs from multiple sources. Your hope is to find some odd behavior.
What type of analysis are you performing now?

A. Trend
B. Heuristics
C. Packet capture
D. Spatial trend
7. Based on your assumptions, how will you likely discover the malware?
A. The packet trace will reveal a port famous for malware.
B. The IDS log will show a matched signature.

Technet24
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10.

11.

C. Your experience will guide your analysis.

D. The long-term degradation in availability.

Select the most valuable data sources in this analysis. (Choose two.)
A. IDS/IPS

B. Router logs

C. Security logs of affected servers

D. Next-Generation Firewall

. Which of the following would be the most valued SIEM tool in this scenario?

A. Bro
B. Snort
C. Splunk
D. ELK

Your company has used Splunk over many years, during a large growth in
infrastructure. Lately, network engineers are complaining that Splunk requires a
significant share of the network bandwidth. What might be the best course of
action to resolve the network issue?

A. Eliminate the “noisy” SIEM.

B. Make use of heavy forwarders to index data at the source.

C. Have the network engineer run a separate path for the Splunk data.
D. Make the indexers fault tolerant.

Given an IP address, a security analyst seeks to identify and locate a system.
Comparing Figures 2-1 and 2-2, select the most relevant difference between the
two scans.

A. The system represented in Figure 2-1 has several unknown services listening
on dynamic ports.

B. The system represented in Figure 2-2 1s behind a firewall.
C. The systemrepresented in Figure 2-1 is behind a firewall.

<

The scan shown in Figure 2-1 positively identifies the OS.


https://technet24.ir
https://technet24.ir

root@Kkali: ~

File Edit View Search Terminal Help
:~# nmap -0 192.168.2.19

Starting Nmap 7.60 ( https://nmap.org ) at 2018-81-25 17:44 EST

Nmap scan report for 192.168.2.19

Host is up (©.00046s5 latency).

Not shown: 993 filtered ports

PORT STATE SERVICE

135/tcp open msrpc

139/tcp open netbios-ssn

445/tcp open microsoft-ds

554/tcp open rtsp

2869/tcp open icslap

5357/tcp open wsdapi

10243/tcp open unknown

MAC Address: 08:00:27:BD:91:F4 (Oracle VirtualBox virtual NIC)

Warning: 0SScan results may be unreliable because we could not find at least 1 open and 1 closed port
Device type: general purpose

Running: Microsoft Windows Vista|2008|7

0S CPE: cpe:/o:microsoft:windows vista::- cpe:/o:microsoft:windows vista::spl cpe:/o:microsoft:windows ser
ver 2008::spl cpe:/o:microsoft:windows 7

0S details: Microsoft Windows Vista SP@ or SP1, Windows Server 2008 SP1, or Windows 7

Network Distance: 1 hop

0S detection performed. Please report any incorrect results at https://nmap.org/submit/ .
Nmap done: 1 IP address (1 host up) scanned in 14.42 seconds

= I

Figure 2-1 First Scan
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root@kali: ~

File Edit View Search Terminal Help
:~# nmap -0 192.168.2.19

Starting Nmap 7.60 ( https://nmap.org ) at 2018-01-25 17:57 EST

Nmap scan report for 192.168.2.19

Host is up (0.00036s latency).

Not shown: 988 closed ports

PORT STATE SERVICE

135/tcp open msrpc

139/tcp open netbios-ssn

445/tcp open microsoft-ds

554/tcp open rtsp

2869/tcp open icslap

5357/tcp open wsdapi

10243/tcp open unknown

49152/tcp open unknown

49153/tcp open unknown

49154/tcp open unknown

49155/tcp open unknown

49156/tcp open unknown

MAC Address: 08:00:27:BD:91:F4 (Oracle VirtualBox virtual NIC)

Device type: general purpose

Running: Microsoft Windows 7|2008|8.1

0S CPE: cpe:/o:microsoft:windows 7::- cpe:/o:microsoft:windows 7::spl cpe:/o:microsoft:windows server 2008
::5pl cpe:/o:microsoft:windows server 2008:r2 cpe:/o:microsoft:windows 8 cpe:/o:microsoft:windows 8.1
0S details: Microsoft Windows 7 SP® - SP1, Windows Server 2008 SP1, Windows Server 2008 R2, Windows 8, or
Windows 8.1 Update 1

Network Distance: 1 hop

0S detection performed. Please report any incorrect results at https://nmap.org/submit/ .
Nmap done: 1 IP address (1 host up) scanned in 7.20 seconds
:#~I

Figure 2-2 Second Scan

12. Which of the following is not a valid Event Log category in Windows desktop
systems?

A. Application

=

System
. Security
. Storage
. Audit

13. You are viewing the Event Log and you list the warnings from a Windows 10
machine. Referring to Figure 2-3, select the log category from which the warning
came, as well as the Event ID and the machine name.

A. Security, 1014, DNS Client

= 2 0
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B. Security, 1014, XERXES

C. System, 268435456, XERXES

D.

System, 1014, XERXES

System Number of events: 1,065 (!) New events available

Level Date and Time Source "
/1, Warning 2018-01-26 %:41:47 AM DNS Client Events
[\ Waming 2018-02-06 12:26:01 AM DNS Client Events
/A, Warning 2018-01-26 5:36:34 PM hcmeon
/1, Warning 2018-01-26 5:36:34 PM hcmoen
/1, Warning 2018-01-26 5:36:54 PM hcmon
A Warninn IN12_N1-95 10.12.77 AR NNIC (liznt Byante i
< >
Event 1014, DNS Client Events X
General Details
Log Name: System "
Source: DNS Client Events Logged: 2018-02-06 12:26:01 AM
Event ID: 1014 Task Category: (1014)
Level: Warning Keywords: (268435456)
User: NETWORK SERVICE Computer: XERXES
OpCode: Info

More Information: Event Log Online Help

Figure 2-3 Event Viewer results

14. An analyst has launched nmap to scan an unknown machine. From the ports shown
in Figure 2-4, what can the analyst assume 1s the operating system?

A.

=

SIS

Linux
Windows
Ubuntu
OpenVMS
Cisco IOS

Technet24
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root@kali: ~ (- IO )

File Edit View Search Terminal Help

Initiating ARP Ping Scan at 20:56

Scanning 192.168.2.240 [1 port]

Completed ARP Ping Scan at 20:56, 0.005 elapsed (1 total hosts)
Initiating Parallel DNS resolution of 1 host. at 20:56

Completed Parallel DNS resolution of 1 host. at 20:56, 0.10s elapsed
Initiating SYN Stealth Scan at 20:56

Scanning 192.168.2.240 [1000 ports]

Discovered open port 135/tcp on 192.168.2.240

Discovered open port 139/tcp on 192.168.2.240

Discovered open port 445/tcp on 192.168.2.240

Discovered open port 5900/tcp on 192.168.2.240

Discovered open port 902/tcp on 192.168.2.240

Discovered open port 5800/tcp on 192.168.2.240

Discovered open port 912/tcp on 192.168.2.240

Discovered open port 5357/tcp on 192.168.2.240

Completed SYN Stealth Scan at 20:56, 4.38s elapsed (1000 total ports)
Nmap scan report for 192.168.2.240

Host is up, received arp-response (0.00034s latency).

Figure 2-4 nmap results

15. A cybersecurity analyst scans the network for servers with TCP port 636 open.
What other port can the analyst expect to find open on each of those servers?

. 22
. 111
. 53
. 389
. 5000
16. What tool presents a graphical user interface for nmap?
A. Nessus
B. Zenmap
C. TShark
D. Qualys

17. An analyst is having trouble viewing the logs of a Cisco ASA firewall. What
should the analyst type at the command line to verify what logging is enabled?

® >

= S 0

A. # show running-config logging
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18.

19.

20.

B. # log full show
C. # log show all
D. # show run all logging

After running tcpdump, an analyst reviews the output, which includes the
following line:

16:35:39.834754 > badguy.org.1289 > target.net.8008: FP
2921:4105(1184) ack 1 win 32120 (DF)

What does the “FP” represent?
A. Final Packet

B. First Packet

C. Fin Push

D. Forward Packet

The director of technology has decided that the company requires an IDS. As the
senior security analyst, you recommend Snort. The director requests that you flag
any SSH request traffic coming from a known competitor’s network. Examine the
following rules and select the one that alerts if traffic originates from the network
at 12.34.56.x/24 and is destined for the company’s own web server (IP address
210.67.79.89).

A. alerttcp 210.67.78.89 -> 12.34.56.0/24 80
B. alerttcp 12.34.56.0 24 -> 210.67.79.89 21
C. alerttcp 210.67.78.89 80 -> 12.34.56.0/24 any
D. alert tcp 12.34.56.0 24 ->210.67.79.89 22

Users inform a security analyst that network performance is poor. The security
analyst takes a quick look at a packet capture to determine if anything is obvious.
Based on Figure 2-5, what should be the security analyst’s first impression?

A. ARP storm
B. DDoS
C. DoS

D. Broadcast storm

Technet24
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No. Time Source Destination Info Protocol

1 @.000000 Cisco251 af:f.. Broadcast Who has 24.166.173.159? Tell 24.166.172.1 ARP
2 #.898594 Cisco251 af:f.. Broadcast Who has 24.166.172.141? Tell 24.166.172.1 ARP
3 8.116617 Cisco251 af:f.. Broadcast Who has 24.166.173.161? Tell 24.166.172.1 ARP
4 8.211791 Cisco251_af:f. Broadcast Who has 65.28.78.76? Tell 65.28.78.1 ARP
5 0.216744 Cisco251_af:f.. Broadcast Who has 24.166.173.163? Tell 24.166.172.1 ARP
b 8.3087909 Cisco251 af:f.. Broadcast Who has 24.166.175.123? Tell 24.166.172.1 ARP
7 8.330433 Cisco251 _af:f. Broadcast Who has 24.166.173.165? Tell 24.166.172.1 ARP
8 8.408556 Cisco251 af:f.. Broadcast Who has 24.166.175.82? Tell 24.166.172.1 ARP
9 8.455104 Cisco251_af:f.. Broadcast Who has 69.76.220.131? Tell 69.76.216.1 ARP
10 8.486666 Cisco251 af:f.. Broadcast Who has 24.166.173.1687 Tell 24.166.172.1 ARP
1 8.504694 Cisco251 af:f.. Broadcast Who has 69.76.221.27? Tell 69.76.216.1 ARP
12 8.510684 Cisco251 af:f.. Broadcast Who has 24.166.174.184? Tell 24.166.172.1 ARP
13 @.548733 Cisco251 af:f.. Broadcast Who has 24.166.173.169? Tell 24.166.172.1 ARP
14 8.587308 Cisco251 af:f.. Broadcast Who has 24.166.174.181? Tell 24.166.172.1 ARP
15 8.662937 Cisco251 af:f.. Broadcast Who has 69.76.223.216? Tell 69.76.216.1 ARP

Figure 2-5 Wireshark packet list pane

21. What would be an appropriate tool for analyzing bandwidth consumption on the
network?

A. Wireshark
B. TShark
C. NetFlow
D. IDS

22. Which of the following are key challenges to analyzing wireless networks?
(Choose all that apply.)

A. High confidence in the hardware addresses of wireless devices
B. Recognizing what devices are authorized
C. Having an inventory of all WAPs

D. Determining whether the network is in ad-hoc or infrastructure mode

QUICK ANSWER KEY

1. D
2. A
3. B,D
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4. C
5. D
6. B
7. C
8. A,D
9. A
10. B
11. C
12. D
13. D
14. B
15. D
16. B
17. A
18. C
19. D
20. A
21. C
22. A,B

A IN-DEPTH ANSWERS

1. Which of the following data sources would offer the least diverse, most precise
kind of information?

A. Syslogs

B. Firewalls logs
C. Packet captures
D. Nmap results

71 D is correct. Nmap results are particularly focused as port scans and only
contain the information asked for, depending on the command-line switches the
operator uses.
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7w A, B, and C are incorrect. A is incorrect because syslogs can include a very
wide variety of events, such as an application faulting, a security event, or
something pertaining to the system itself. B is incorrect because firewall logs
are also more diverse than nmap results. Although only related to traffic-

related events, the logs are quite a diverse mix. C is incorrect because the
traffic seen on any network can be wide ranging.

2. What device combines the functionality of a traditional firewall and an IPS?
A. Next-Generation Firewall
B. DSN firewall
C. Enterprise firewall

D. Discovery firewall

-1 A 1s correct. Next-Generation Firewall combines a traditional firewall with
intrusion detection and prevention.

% B, C, and D are incorrect. There are no such devices as a DSN firewall,
enterprise firewall, and discovery firewall.

3. Which of the following are the two types of approaches to analyzing data?
A. Compare and contrast
B. Correlation
C. Patterned
D. Point-in-time
7 B and D are correct. Point-in-time analysis describes examining data around a

snapshot in time, whereas correlation analysis focuses on anomalies or

changes over time, whether you’re searching for abnormal behavior, some
outlier, or a trend.

w A and C are incorrect. A is incorrect because “compare and contrast” is not
the term coined for such analysis. Although you could say it describes one type
of analysis, it wouldn’t include all aspects of correlation analysis. C is
incorrect for similar reasons. “Patterned” analysis is not the term used to
describe a standard approach for analyzing data.

4. In an IP packet header, what field value 1s decremented with each interface the
packet goes through?

A. Fragment offset
B. ToS
C. TTL
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D. IHL

7 C s correct. TTL stands for Time To Live, the value set for how many hops a
packet has to go through before ending and expiring. The starting value for

TTL varies based on operating system, but the more popular OSs use a value
of either 255 or 128.

x A, B, and D are incorrect. A is incorrect because the fragment offset facilitates
breaking up a packet into smaller, individually transmitted units. B is incorrect
because the Type of Service field helps set a priority for or quality to the

packet. D is incorrect because the Internet Header Length value just denotes
the length of the header.

5. Which of the following is an example of point-in-time analysis?
A. Anomaly analysis
B. Behavioral analysis
C. Availability analysis
D. Traffic analysis
71 D is correct. Traffic analysis is an example of point-in-time analysis.

x A, B, and C are incorrect. These are all forms of correlation analysis.

Use the following scenario to answer Questions 6-—9:

Recently, a few users have been complaining that their workstations are exhibiting some
strange behavior. However, you find no obvious events showing up in system logs, and
the application logs show nothing out of the ordinary. You suspect the issue could be
new malware and decide to delve deeper.

6. You inspect logs from multiple sources. Your hope is to find some odd behavior.
What type of analysis are you performing now?

A. Trend

B. Heuristics

C. Packet capture
D. Spatial trend

7 B s correct. The scenario portrays a new, unknown behavior. From that, you
know you cannot rely on known threats. This will require heuristics analysis.

n A, C, and D are incorrect. A is incorrect because careful trend analysis might
only show effects of the malware, but won’t disclose the malware itself. C is
incorrect because packet capture analysis is helpful after you know what
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you’re looking for, but searching for anomalies in a packet capture 1s looking
for the proverbial “needle in a haystack.” D is incorrect because spatial trend
analysis deals with correlating between different geographical areas.

7. Based on your assumptions, how will you likely discover the malware?
A. The packet trace will reveal a port famous for malware.
B. The IDS log will show a matched signature.
C. Your experience will guide your analysis.
D. The long-term degradation in availability.

1 C is correct. Heuristic analysis can’t rely on a signature or known behavior.
Instead, experience best guides your analysis.

7w A, B, and D are incorrect. A and B are incorrect because the answer suggests
a known signature (famous malware port or an IDS signature). D is incorrect

because although trend analysis might possibly point out symptomatic
differences, it will not discover and identify the malware.

8. Select the most valuable data sources in this analysis. (Choose two.)
A. IDS/IPS
B. Router logs
C. Security logs of affected servers

D. Next-Generation Firewall
7 A and D are correct. The intrusion detection/prevention system very likely

logged information relevant for your analysis. Similarly, the firewall might
show if or when malicious traffic passed through to the affected systems.

% Band C are incorrect. The router log is unlikely to reveal any information
specific to the suspected malware. The security logs of affected systems might
yield valuable information. However, if the system is compromised, you
cannot trust its logs as complete or accurate.

9. Which of the following would be the most valued SIEM tool in this scenario?
A. Bro
B. Snort
C. Splunk
D. ELK

71 A 1s correct. Bro 1s both signature- and anomaly-based. Bro will watch
sessions, monitoring for strange behavior. Bro is also able to extract
executables from network traffic, retaining them for forensic analysis.
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7 B, C, and D are incorrect. B is incorrect because Snort as an IDS would be
signature-based, and as such not likely to catch the new malware. C is
incorrect because although Splunk is incredible as a SIEM, it wouldn’t
necessarily be the tool able to discover and identify new malware. D is
incorrect because ELK 1s a package of three open source tools (Elasticsearch,

Logstash, and Kibana), which together operate similarly to the commercial
product Splunk.

10. Your company has used Splunk over many years, during a large growth in
infrastructure. Lately, network engineers are complaining that Splunk requires a
significant share of the network bandwidth. What might be the best course of
action to resolve the network issue?

A. Eliminate the “noisy” SIEM.

B. Make use of heavy forwarders to index data at the source.

C. Have the network engineer run a separate path for the Splunk data.
D. Make the indexers fault tolerant.

7 B 1s correct. Splunk normally sends raw data onto the universal forwarder to
be indexed. Using heavy forwarders instead at each source can accomplish
preprocessing, before the event data is forwarded.

7n A, C, and D are incorrect. A is incorrect because eliminating the SIEM causes
much more harm to the company’s ability to monitor security information. C is
incorrect because running a separate network path is far more work than

necessary. D is incorrect because fault tolerance is not a solution to the
problem of heavy network usage.

11. Given an IP address, a security analyst seeks to identify and locate a system.

Comparing Figures 2-1 and 2-2, select the most relevant difference between the
two scans.

A. The system represented in Figure 2-1 has several unknown services listening
on dynamic ports.

B. The system represented in Figure 2-2 is behind a firewall.
The system represented in Figure 2-1 1s behind a firewall.
The scan shown in Figure 2-1 positively identifies the OS.

c 0

Technet24


https://technet24.ir
https://technet24.ir
https://technet24.ir

root@Kkali: ~

File Edit View Search Terminal Help
:~# nmap -0 192.168.2.19

Starting Nmap 7.60 ( https://nmap.org ) at 2018-81-25 17:44 EST

Nmap scan report for 192.168.2.19

Host is up (©.00046s latency).

Not shown: 993 filtered ports

PORT STATE SERVICE

135/tcp open msrpc

139/tcp open netbios-ssn

445/tcp open microsoft-ds

554/tcp open rtsp

2869/tcp open icslap

5357/tcp open wsdapi

10243/tcp open unknown

MAC Address: 08:00:27:BD:91:F4 (Oracle VirtualBox virtual NIC)

Warning: 0SScan results may be unreliable because we could not find at least 1 open and 1 closed port
Device type: general purpose

Running: Microsoft Windows Vista|2008|7

0S CPE: cpe:/o:microsoft:windows vista::- cpe:/o:microsoft:windows vista::spl cpe:/o:microsoft:windows ser
ver 2008::spl cpe:/o:microsoft:windows 7

0S details: Microsoft Windows Vista SP@ or SP1, Windows Server 2008 SP1, or Windows 7

Network Distance: 1 hop

0S detection performed. Please report any incorrect results at https://nmap.org/submit/ .
Nmap done: 1 IP address (1 host up) scanned in 14.42 seconds

= I

Figure 2-1 First scan
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root@kali: ~

File Edit View Search Terminal Help
:~# nmap -0 192.168.2.19

Starting Nmap 7.60 ( https://nmap.org ) at 2018-01-25 17:57 EST

Nmap scan report for 192.168.2.19

Host is up (0.00036s latency).

Not shown: 988 closed ports

PORT STATE SERVICE

135/tcp open msrpc

139/tcp open netbios-ssn

445/tcp open microsoft-ds

554/tcp open rtsp

2869/tcp open icslap

5357/tcp open wsdapi

10243/tcp open unknown

49152/tcp open unknown

49153/tcp open unknown

49154/tcp open unknown

49155/tcp open unknown

49156/tcp open unknown

MAC Address: 08:00:27:BD:91:F4 (Oracle VirtualBox virtual NIC)

Device type: general purpose

Running: Microsoft Windows 7|2008|8.1

0S CPE: cpe:/o:microsoft:windows 7::- cpe:/o:microsoft:windows 7::spl cpe:/o:microsoft:windows server 2008
::5pl cpe:/o:microsoft:windows server 2008:r2 cpe:/o:microsoft:windows 8 cpe:/o:microsoft:windows 8.1
0S details: Microsoft Windows 7 SP® - SP1, Windows Server 2008 SP1, Windows Server 2008 R2, Windows 8, or
Windows 8.1 Update 1

Network Distance: 1 hop

0S detection performed. Please report any incorrect results at https://nmap.org/submit/ .
Nmap done: 1 IP address (1 host up) scanned in 7.20 seconds
:#~I

Figure 2-2 Second scan

71 C s correct. Figure 2-1 shows a system that’s likely behind a firewall. This is
determined by noticing that the ports are reported as “filtered,” as compared
to “closed” in Figure 2-2.

n A, B, and D are incorrect. A is incorrect because the additional ports reported
in the dynamic range (49152 to 65535) are likely not services that are
listening. B is incorrect because Figure 2-2 reports closed ports. If the system
were behind a firewall, the ports would be reported as filtered. D is incorrect
because neither scan conclusively identifies the operating system.

12. Which of the following is not a valid Event Log category in Windows desktop
systems?

A. Application
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B. System

C. Security

D. Storage

E. Audit

= D is correct. Storage is not an actual Event Log category.

7z A, B, C, and E are incorrect. All of these answers—Application, System,
Security, and Audit—are valid Event Log categories.

13. You are viewing the Event Log and you list the warnings from a Windows 10
machine. Referring to Figure 2-3, select the log category from which the warning
came, as well as the Event ID and the machine name.

A. Security, 1014, DNS Client
B. Security, 1014, XERXES

C. System, 268435456, XERXES
D. System, 1014, XERXES

System Number of events: 1,065 (!) New events available

Level % Date and Time Source "
/. Wamning 2018-01-26 %:41:47 AM DNS Client Events

A\ Warning 2018-02-06 12:26:01 AM DNS Client Events

/. Warning 2018-01-26 5:36:54 PM hcmon

A\ Wamning 2018-01-26 5:36:54 PM hcmon

A\ Warning 2018-01-26 5:36:54 PM hcmon

A \Warninna INTRN1.25 101277 AM NS Cliant Frrante 2
£ >
Event 1014, DNS Client Events X

General Details

Log Name: System "
Source: DNS Client Events Logged: 2018-02-06 12:26:01 AM

Event ID: 1014 Task Category: (1014)

Level: Warning Keywords: (268435456)

User. NETWORK SERVICE Computer: XERXES

OpCode: Info

More Information: Event Log Online Help Vv
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Figure 2-3 Event Viewer results

1 D is correct. The log name is shown as System, with an event ID of 1014.
Also, the system name 1s shown as COMPUTER: XERXES.

7w A, B, and C are incorrect. A and B are incorrect because of they have the
wrong log category. Additionally, A has an incorrect system name. C is
incorrect because it shows a numeric string from Keywords, which is not the
same as the event ID (1014).

14. An analyst has launched nmap to scan an unknown machine. From the ports shown
in Figure 2-4, what can the analyst assume is the operating system?

A. Linux
B. Windows
C. Ubuntu
D. OpenVMS
E. Cisco IOS

root@kali: ~

File Edit View Search Terminal Help

Initiating ARP Ping Scan at 20:56

Scanning 192.168.2.240 [1 port]

Completed ARP Ping Scan at 20:56, 0.00s elapsed (1 total hosts)
Initiating Parallel DNS resolution of 1 host. at 20:56

Completed Parallel DNS resolution of 1 host. at 20:56, 0.10s elapsed
Initiating SYN Stealth Scan at 20:56

Scanning 192.168.2.240 [1000 ports]

Discovered open port 135/tcp on 192.168.2.240

Discovered open port 139/tcp on 192.168.2.2460

Discovered open port 445/tcp on 192.168.2.240

Discovered open port 5900/tcp on 192.168.2.240

Discovered open port 902/tcp on 192.168.2.240

Discovered open port 5800/tcp on 192.168.2.240

Discovered open port 912/tcp on 192.168.2.240

Discovered open port 5357/tcp on 192.168.2.240

Completed SYN Stealth Scan at 20:56, 4.38s elapsed (1000 total ports)
Nmap scan report for 192.168.2.240

Host is up, received arp-response (0.00034s latency).

Figure 2-4 nmap results
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15.

16.

17.

71 B is correct. The scanned system is Windows. The revealing evidence is the
discovered TCP ports 135 and 139.

7w A, C, D, and E are incorrect. Those operating systems would not show TCP
ports 135 and 139 as open.

A cybersecurity analyst scans the network for servers with TCP port 636 open.
What other port can the analyst expect to find open on each of those servers?

A. 22
B. 111
C. 53
D. 389
E. 5000

7 D is correct. Port 636 is open for LDAP over SSL (LDAPS). Any server that
has port 636 listening very likely also has LDAP listening on port 389.

n A, B, C, and E are incorrect. A is incorrect because port 22 is typically for
SSH. B is incorrect because port 111 is for MSRPC (Microsoft Remote
Procedure Call). C is incorrect because port 53 is for DNS. Lastly, E is
incorrect because port 5000 could be for several services, but nothing
specifically associated with port 636.

What tool presents a graphical user interface for nmap?
A. Nessus

B. Zenmap

C. TShark

D. Qualys

1 B 1s correct. Zenmap 1s the GUI version of nmap.

n A, C, and D are incorrect. A is incorrect because although Nessus is a GUI
tool, it’s a vulnerability scanner, not a port scanner. C is incorrect because
TShark is the CLI version of Wireshark. Lastly, D is incorrect because Qualys
is a GUI vulnerability scanner.

An analyst is having trouble viewing the logs of a Cisco ASA firewall. What
should the analyst type at the command line to verify what logging is enabled?

A. # show running-config logging
B. # log full show
C. # log show all
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19.

D. # show run all logging

71 A 1s correct. The command show running-config logging is the proper one to
start with, in order to continue with a specific command for logging onto a
Cisco ASA firewall.

7w B, C, and D are incorrect. None of these commands is the correct one.

After running tcpdump, an analyst reviews the output, which includes the
following line:

16:35:39.834754 > badguy.org.1289 > target.net.8008: FP
2921:4105(1184) ack 1 win 32120 (DF)

What does the “FP” represent?
A. Final Packet

B. First Packet

C. Fin Push

D. Forward Packet

7 C 1s correct. The “F” stands for Fin, and the “P” for Push. The words Fin and

Push denote what TCP flags were set (for example, Fin, Push, Urg, Syn, Reset,
or Ack).

w A, B, and D are incorrect. The “P”” in FP does not stand for “Packet.”

The director of technology has decided that the company requires an IDS. As the
senior security analyst, you recommend Snort. The director requests that you flag
any SSH request traffic coming from a known competitor’s network. Examine the
following rules and select the one that alerts if traffic originates from the network
at 12.34.56.x/24 and is destined for the company’s own web server (IP address
210.67.79.89).

A. alerttcp 210.67.78.89 -> 12.34.56.0/24 80
B. alerttcp 12.34.56.0 24 ->210.67.79.89 21
C. alerttcp 210.67.78.89 80 -> 12.34.56.0/24 any
D. alert tcp 12.34.56.0 24 ->210.67.79.89 22

7 D is correct. The Snort rule correctly alerts if an SSH request (over 22/TCP)
comes from the network 12.34.56.0/24 to the company web server at
210.67.79.89.

7n A, B, and C are incorrect. A is incorrect because the Snort rule has the source
and destination addresses reversed and is monitoring port 80 (HTTP), when
the question stated SSH traffic. B is incorrect because the Snort rule is
monitoring for port 21 (FTP). C is incorrect because the Snort rule has the
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source and destination addresses reversed and is monitoring for traffic going

to all TCP ports, not just port 22.

20. Users inform a security analyst that network performance i1s poor. The security
analyst takes a quick look at a packet capture to determine if anything is obvious.

Based on Figure 2-5, what should be the security analyst’s first impression?

A. ARP storm

B. DDoS

C. DoS

D. Broadcast storm

No. Time
1 0.000000
2 9.098594
3 8.110617
4 8.211791
5 8.216744
6 8.307909
7 8.338433
8 0.4088556
9 9.455104
18 0.486666
1l 8.504694
12 8.510684
13 0.548733
14 8.587308
15 8.662937

Source

Cisco251_af:f.
Cisco251 af:f..
Cisco251 af:f.
Cisco251_af:f.
Cisco251_af:f.
(isco251 af:f..
Cisco251 af:f.
Cisco251 af:f.
Cisco251_af:f.
Cisco251 af:f.
(isco251_af:f.
Cisco251_af:f.
Cisco251_af:f.
Cisco251 af:f.
(isco251 af:f.

Destination

Broadcast
Broadcast
Broadcast
Broadcast
Broadcast
Broadcast
Broadcast
Broadcast
Broadcast
Broadcast
Broadcast
Broadcast
Broadcast
Broadcast
Broadcast

Info

Who has
Who has
Whe has
Who has
Who has
Who has
Who has
Who has
Who has
Who has
Who has
Who has
Who has
Who has
Who has

24,
24,
24,
65,
24,
24,
24,
24,
69.
24,
69.
24,
24,
24,
69.

166.173.159? Tell 24.166.172.1
166.172.141? Tell 24.166.172.1
166.173.1612 Tell 24.166.172.1
28.78.767 Tell 65.28.78.1
166.173.163? Tell 24,166.172.1
166.175.123? Tell 24.166.172.1
166.173.165? Tell 24,166.172.1
166.175.82? Tell 24.166.172.1
76.220.131? Tell 69.76.216.1
166.173.168? Tell 24.166.172.1
76.221.27? Tell 69.76.216.1
166.174.1847 Tell 24.166.172.1
166.173.169? Tell 24.166.172.1
166.174.181? Tell 24.166.172.1
76.223.216? Tell 69.76.216.1

Protocol
ARP
ARP
ARP
ARP
ARP
ARP
ARP
ARP
ARP
ARP
ARP
ARP
ARP
ARP
ARP

Figure 2-5 Wireshark packet list pane

71 A is correct. The displayed packet list reveals a barrage of ARP packets. The
ARP protocol resolves the hardware or MAC address to an IP address. ARP

storms can be caused by malicious tools or by misconfigured network
connections (for example, a bridging loop).

7% B, C, and D are incorrect. B and C are incorrect because there is not enough
evidence to believe that that many ARP packets were intended maliciously.
Additionally, there are more effective ways to disrupt service than with an
ARP storm. D is incorrect because although ARP is a protocol restricted to a
broadcast domain, the more correct answer is ARP storm.

21. What would be an appropriate tool for analyzing bandwidth consumption on the

network?
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A. Wireshark
B. TShark
C. NetFlow
D. IDS

1 C s correct. NetFlow Analyzer shows network bandwidth consumption, along
with other metrics concerning the network utilization and health.

7w A, B, and D are incorrect. A and B are packet analyzers and would illustrate
the volume of packets in great detail, but would not give much insight on
bandwidth consumption versus capacity. D is incorrect because an intrusion
detection system gives very little information about the network’s bandwidth,
with the exception of an ongoing denial of service (DoS) attack.

. Which of the following are key challenges to analyzing wireless networks?
(Choose all that apply.)

A. High confidence in the hardware addresses of wireless devices

B. Recognizing what devices are authorized

C. Having an inventory of all WAPs

D. Determining whether the network is in ad-hoc or infrastructure mode

7 A and B are correct. A is correct because the hardware or MAC addresses of
wireless devices are fairly simple to modify. Most operating systems provide
this ability without requiring special software. B is correct because wireless
devices are so commonplace that the number of connected devices changes

constantly—especially in an environment with a bring-your-own-device
(BYOD) policy.

% C and D are incorrect. C is incorrect because having an inventory of the
company’s wireless access points (WAPs) should be fairly simple. It’s
assumed that the company installed the access points, so having that baseline
1s far more straightforward than having a comprehensive list of all wireless
devices connected to the WAPs. D is incorrect because the administrator will
(or should) know how the wireless network is set up.
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Responding to Network-Based Threats

This chapter includes questions on the following topics:
» Practices for network and host hardening
* Deception techniques for improving security
« Common types of access controls
» Trends in threat detection and endpoint protection

If only making a network secure required the push of a button. Alas, it doesn’t. The
security analyst will be continually occupied with securing the network. Even after
writing policy, hardening a configuration, and reviewing logs, the analyst must still
make time to respond to threats as they become known. A secure network is not as much
an end goal as it is a constant journey. The analyst’s first goal is to ensure the network
performs as the business needs, with minimal risk to confidentiality, integrity, and
availability. The business needs for the network might be fairly stable, but the risks to
the network are changing all the time.

To manage those risks and threats to the network, the cybersecurity analyst can
respond with a variety of controls and techniques. Those controls and techniques range
from additional hardware and software, to changes to the configuration and topology.
Clearly, responding to network threats is a vital portion to being a cybersecurity analyst,
and this chapter covers this important portion of the exam.

) QUESTIONS

1. Currently a company web server is outside the company’s internal network. The
web server needs to be available for public access, but the external exposure
poses a large, continuous risk. What is the most relevant recommendation for the
company to mitigate risk to the web server?

A. Implement a triple-homed firewall.
B. Utilize IDS on the web server.
C. Segment the internal network.

D. Isolate the web server from the network.
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2. Which of the following are benefits of network segmentation? (Choose all that
apply.)
A. Improving network traffic
B. Mitigating risk from attackers
C. Simpler network topology
D. Preventing spillover of sensitive data
E. Streamlining access to applications and services

3. On occasion, the administrators for the company servers are offsite. However,
when required, they need access to the servers on the internal network. What
would be your recommendation?

A. Implement a firewall with a port of which only administrators are aware.

B. Allow administrators to bypass the firewall only if using their own mobile
devices.

C. Configure the web server on the DMZ as a jump server.
D. Install and configure a stand-alone jump box just inside the firewall.
4. A “captive portal” is an example of which of the following?
A. DAC
B. In-band NAC
C. Out-of-band NAC
D. Role-based NAC
5. NAC solutions grant access based on which of the following? (Choose all that
apply.)
A. Roles
B. Rules
C. Rates
D. Location
E. System patch level
F. Time of day

6. To learn more about today’s threats, a cybersecurity analyst could install a system
that appears as a typical server but is available only as a lure for attackers. What
is such a system called?

A. Jump server

Technet24


https://technet24.ir
https://technet24.ir
https://technet24.ir

10.

11.

B. Intrusion detection system
C. Honeypot
D. RBAC box

E. Micro-segmented server

. Which of the following are direct impacts of employing ACLs? (Choose two.)

A. Controlling access

B. Restricting malware from spreading

C. Filtering specific traffic

D. Enabling direct network routes

The following text is an example of a what?

deny icmp 172.16.0.0 0.15.255.255 192.168.50.0 0.0.0.255
A. Spam filter

B. Access control list

C. VPN tunnel setup

D. IGMP setup

. In the following ACL, what does “10.235.235.235” represent?

permit tcp 10.15.0.0 0.255.255.255 10.235.235.235 0.255.255.255
A. Subnet mask

B. Source address

C. Destination address

D. The filtered port

When needing a new server, a company administrator starts with installing a pre-
built server image. The image has most services running and applications already
installed to make the task as easy as possible. As the cybersecurity analyst, what
would be your best recommendation for the administrator?

A. Rebuild the server image with as few services and applications as possible.

B. Rebuild the server image with all services and applications installed but not
running.

C. Create several server images depending on the subnet.
D. Run a vulnerability scanner on the already-deployed servers.

Which of the following are the method and purpose of a DNS sinkhole? (Choose
two.)
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12.

13.

A. Redirecting DNS queries away from a known-malicious server
B. Providing no DNS resolution responses

C. Logging DNS resolution requests to determine infected hosts
D. Logging DNS redirects to determine the infected domain

A company has a significant investment in network intrusion detection systems,
which are able to inspect traffic with significant speed and reasonable
effectiveness. However, a recent incident reveals that employees could use point-
to-point encryption to mask data exfiltration. What would be the best
recommendation for the company?

A. Upgrade the IDS to an IPS.

B. Employ endpoint security controls.

C. Prohibit all uses of encryption.

D. Replace the suspected employees.

What type of network access control is being demonstrated in Figure 3-1?
A. Role-based

B. Rule-based

C. Time of day

D. Location
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Figure 3-1 Device access restriction list

14. A cybersecurity analyst is told to enforce access control to files based on roles.
Looking at the following two illustrations, select the appropriate answer when
identifying an example of role-based network access control.
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CySA+ Practice Exams Folder Permissions

Read Write Add Delete
Copy Editor v v v
Author v v v
Proj Mgr v v v v
Administrator v v v
lllustration A

TPS Report Folder Permissions
Read Write Add Delete

P. Gibbons v v

B. Lumbergh
Bob 1

v

v v
Bob 2 v
M. Waddams

IRV IRV RN

[llustration B

Ilustration A
Ilustration B
Both illustrations

Neither illustration

SISl 'Y

Ensuring patches are properly tested and deployed can be a challenging but
necessary task. Which of the following statements are true regarding patching?
(Choose all that apply.)

A. Patch testing should be done very soon after vendor release.

B. Before patches are deployed, patches should be carefully tested, staged, and
finally rolled out to production.

C. If done carefully, patches can be tested, staged, and sent to production at the
same time.

D. Iftime is critical, patches can be tested and staged at the same time.

A cybersecurity analyst has identified a significant vulnerability to the company’s
payroll server application. The analyst’s recommendation is to immediately patch
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17.

18.

19.

20.

the vulnerability. Unfortunately, because the application was developed internally
and its developer has since left, the application cannot be patched. Without a
patch, the analyst has to use other options to lessen the risk. Such options include
using a host-based IDS on the application server and additional logging on
upstream network devices. What is the term to describe the analyst’s options?

A. Network isolation

B. Location-based access control

C. Mandatory access control

D. Compensating controls

What hardening technique can be described as “minimizing the attack surface™?
A. Blocking unused ports and services

B. Endpoint security

C. Compensating controls

D. Role-based access control

What access control model involves granting explicit authorization for a given
object, per a given user?

A. Group policies
B. RBAC

C. MAC

D. Role-based

What is a technique that allows system administrators to apply configuration
changes to several systems at once?

A. NAC
B. GPO
C. ACL
D. IDS

A company would like for access only to be granted if the employee’s laptop
meets a number of criteria. Specific conditions that each laptop must meet include
only the approved version of Windows, mail application v2.5 or higher, web
browser v8.0, and database application v1.18. Also, each laptop must have no
unauthorized storage attached. What access control model would you recommend
the company use?

A. Location-based
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B. Rule-based
C. Role-based

D. Mandatory access control
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A IN-DEPTH ANSWERS

1. Currently a company web server is outside the company’s internal network. The
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web server needs to be available for public access, but the external exposure
poses a large, continuous risk. What is the most relevant recommendation for the
company to mitigate risk to the web server?

A. Implement a triple-homed firewall.

B. Utilize IDS on the web server.

C. Segment the internal network.

D. Isolate the web server from the network.

7 A is correct. A triple-homed firewall is a firewall with three distinct networks
attached—typically the external, the internal, and a DMZ. The DMZ is where
the web server would be placed, accessible from the outside but more
protected.

x B, C, and D are incorrect. B is incorrect because an IDS would alert
constantly to malicious attacks while doing little to stop them or mitigate the
risk of compromise. C is incorrect because segmenting the internal network
does not help with the externally facing web server. D is incorrect because
1solating the web server makes it inaccessible.

2. Which of the following are benefits of network segmentation? (Choose all that
apply.)
A. Improving network traffic

Mitigating risk from attackers

Simpler network topology

Preventing spillover of sensitive data

SIS

Streamlining access to applications and services

1 A, B, and D are correct. Network segmentation benefits include improving
traffic, mitigating network risks, and preventing spillover of sensitive traffic
from one network segment to another.

7 Cand E are incorrect. C is incorrect because network segmentation does not

simplify the network. E is incorrect because network segmentation can
inadvertently stop a user on one network segment from having access to
services or applications on another segment.

3. On occasion, the administrators for the company servers are offsite. However,

when required, they need access to the servers on the internal network. What
would be your recommendation?

A. Implement a firewall with a port of which only administrators are aware.

B. Allow administrators to bypass the firewall only if using their own mobile
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devices.
C. Configure the web server on the DMZ as a jump server.
D. Install and configure a stand-alone jump box just inside the firewall.

71 D is correct. A jump box would give administrators special access to the
internal network. A jump box should be a stand-alone server, with no
unnecessary services or ports open that an attacker could possibly exploit.

n A, B, and C are incorrect. A is incorrect because having a particular
“unknown” port open 1s not sound security. “Security through obscurity” is not
good practice. B is incorrect because allowing any mobile device to bypass
perimeter security is inviting a bad day if that mobile device falls into the
wrong hands. C is incorrect because a jump server should not include any

open ports that are unnecessary to its function as a jump box, thus ruling out
the dual purpose as a web server.

4. A “captive portal” is an example of which of the following?
A. DAC

B. In-band NAC

C. Out-of-band NAC

D. Role-based NAC

71 B s correct. A captive portal is a form of in-band network access control.

w A, C,and D are incorrect. A is incorrect because a captive portal is not an
example of discretionary access control. C is incorrect because a captive

portal is not out-of-band NAC. D is incorrect because a captive portal is not
based on roles.

5. NAC solutions grant access based on which of the following? (Choose all that
apply.)
A. Roles

Rules

Rates

Location

System patch level

mE YO W

Time of day

1 A, B, D, E, and F are correct. Network access control types include role-
based, rule-based, location-based, the system’s health, and the time of day.

% C is incorrect. “Rates” 1s not an option for setting ACLs.
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6. To learn more about today’s threats, a cybersecurity analyst could install a system

that appears as a typical server but is available only as a lure for attackers. What
is such a system called?

A. Jump server

Intrusion detection system
Honeypot

RBAC box

Micro-segmented server

SRS

1 C is correct. The administrator wants a honeypot to lure in attackers in order
to learn from their activities.

n A, B, D, and E are incorrect. A is incorrect because a jump server is for
administrators to use remotely to access a protected network. B is incorrect
because an IDS is for monitoring for and alerting on malicious traffic. D and E
are incorrect because both RBAC box and micro-segmented server are
nonsensical terms.

7. Which of the following are direct impacts of employing ACLs? (Choose two.)

A. Controlling access

B. Restricting malware from spreading
C. Filtering specific traffic

D. Enabling direct network routes

71 A and C are correct. A is correct because an access control list is primarily

for controlling access. C is correct because using ACLs is a primary means of
filtering traffic.

x B and D are incorrect. B is incorrect because, although an ACL does facilitate
filtering malware, it is a specific task for which an ACL is just one option.
The primary purposes of an ACL are to control access and filter traffic,

generally by address, port, or protocol. D 1s incorrect because, although an
ACL can enable a direct network route (via a “permit” ACL), that is not the
sole or general purpose of an ACL.

8. The following text is an example of a what?

deny icmp 172.16.0.0 0.15.255.255 192.168.50.0 0.0.0.255
A. Spam filter

B. Access control list
C. VPN tunnel setup
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D. IGMP setup

7 B s correct. The string “deny icmp 192.168.50.0 0.0.0.255 172.16.0.0
0.15.255.255” is an access control list that denies ICMP traffic originating

from the 192.168.50.0 subnet targeting any addresses between 172.16.0.0 and
172.31.255.255.

7w A, C, and D are incorrect. A is incorrect because the ACL is not filtering spam
but rather Internet Control Message Protocol (ICMP) traffic. C is incorrect
because the ACL is not setting up a VPN. D is incorrect because the ACL is
not configuring the Internet Group Management Protocol (IGMP).

. In the following ACL, what does “10.235.235.235” represent?

permit tcp 10.15.0.0 0.255.255.255 10.235.235.235 0.255.255.255
A. Subnet mask

B. Source address

C. Destination address

D. The filtered port

7 C s correct. The 10.235.235.235 in the ACL 1s the destination address.

7w A, B, and D are incorrect. A is incorrect because the subnet masks are
0.255.255.255. B is incorrect because the source address provided is
10.15.0.0 (a subnet). D is incorrect because no port is provided in the ACL.

When needing a new server, a company administrator starts with installing a pre-
built server image. The image has most services running and applications already
installed to make the task as easy as possible. As the cybersecurity analyst, what
would be your best recommendation for the administrator?

A. Rebuild the server image with as few services and applications as possible.

B. Rebuild the server image with all services and applications installed but not
running.

C. Create several server images depending on the subnet.

>

Run a vulnerability scanner on the already-deployed servers.

71 A is correct. Certainly the best recommendation is to rebuild the image to have
enabled only the minimum number of services and applications running. Then
the administrator would enable or install only what is needed for the
particular target system.

n B, C, and D are incorrect. B is incorrect because having all services and
applications installed still provides several more attack vectors compared to
not installed, even if those added are not running. C is incorrect because
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creating several images might be more work than it is worth. Having them
specific to the subnet makes little practical sense. D is incorrect because a
vulnerability scan is a good idea, but it does not address the ongoing practice
of installing an image with several services running.

11. Which of the following are the method and purpose of a DNS sinkhole? (Choose
two.)

A. Redirecting DNS queries away from a known-malicious server
B. Providing no DNS resolution responses

C. Logging DNS resolution requests to determine infected hosts
D. Logging DNS redirects to determine the infected domain

7 A and C are correct. The method of a DNS sinkhole is to redirect DNS queries
by infected machines away from a known malware server. The purpose of a
DNS sinkhole is to log DNS resolution requests to help identify what other
machines are likely infected.

w B and D are incorrect. B is incorrect because the DNS sinkhole does return
DNS responses, but just to an internal server, one on which those queries are
logged. D is incorrect because the malicious domain is already known.

12. A company has a significant investment in network intrusion detection systems,
which are able to inspect traffic with significant speed and reasonable
effectiveness. However, a recent incident reveals that employees could use point-
to-point encryption to mask data exfiltration. What would be the best
recommendation for the company?

A. Upgrade the IDS to an IPS.

B. Employ endpoint security controls.
C. Prohibit all uses of encryption.

D. Replace the suspected employees.

71 B is correct. Endpoint security is a necessary complement to network security.
In this case, endpoint security controls would allow inspection of network
traffic before it is encrypted.

w A, C,and D are incorrect. A is incorrect because an IPS will also not be able
to view and inspect encrypted traffic. C is incorrect because banning
widespread use of encryption might cause more harm than good, without

knowing the full impact of such a ban. D is incorrect because employees
cannot be terminated without just cause.

13. What type of network access control is being demonstrated in Figure 3-1?
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A. Role-based
B. Rule-based
C. Time of day
D. Location

Figure 3-1 Device access restriction list

C 1s correct. The device restrictions are shown to be based on the allowed
days and times.

A, B, and D are incorrect. A is incorrect because there are no roles shown as
conditions for access restriction. B is incorrect because there is no access

restriction specific to a rule. D is incorrect because the location is unknown
and not restricting access.

14. A cybersecurity analyst is told to enforce access control to files based on roles.
Looking at the following two illustrations, select the appropriate answer when
1dentifying an example of role-based network access control.
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CySA+ Practice Exams Folder Permissions

Read Write Add Delete
Copy Editor v v v
Author v v v
Proj Mgr v v v v
Administrator v v v v
[llustration A

TPS Report Folder Permissions
Read Write Add Delete

P. Gibbons 4 v

B. Lumbergh

Bob 1
Bob 2
M. Waddams

v
v v
v

SSSS

[llustration B

Ilustration A
Mllustration B
Both 1llustrations

Neither 1llustration

S0 F P

71 A 1s correct. Illustration A shows roles such as author, editor, and manager.

w B, C, and D are incorrect. B is incorrect because Illustration B shows names,
not roles. C is incorrect because Illustration B is not correct. D is incorrect
because Illustration A an example of role-based access control.

. Ensuring patches are properly tested and deployed can be a challenging but
necessary task. Which of the following statements are true regarding patching?
(Choose all that apply.)

A. Patch testing should be done very soon after vendor release.

B. Before patches are deployed, patches should be carefully tested, staged, and
finally rolled out to production.
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C. If done carefully, patches can be tested, staged, and sent to production at the
same time.

D. Iftime 1s critical, patches can be tested and staged at the same time.

1 A, B, and D are correct. A is correct because patches should be tested within a
short time after their release. B is correct because patches should be tested
before being installed on production systems. D is correct because, if time is

critical, testing and staging could be done in parallel, but before a patch goes
on live production systems.

% C is incorrect. Patches should not be put into production without at least
testing first.

16. A cybersecurity analyst has identified a significant vulnerability to the company’s

17.

payroll server application. The analyst’s recommendation is to immediately patch
the vulnerability. Unfortunately, because the application was developed internally
and its developer has since left, the application cannot be patched. Without a
patch, the analyst has to use other options to lessen the risk. Such options include
using a host-based IDS on the application server and additional logging on
upstream network devices. What is the term to describe the analyst’s options?

A. Network 1solation
B. Location-based access control
C. Mandatory access control

D. Compensating controls

1 D is correct. The options cited are compensating controls, meaning controls

put in place because the primary recommendation (patching) was not available
or feasible.

7w A, B, and C are incorrect. A is incorrect because the application server wasn’t
isolated from the network. B is incorrect because the options mentioned do not

include any location-based access control. C is incorrect because no options
include mandatory access control.

What hardening technique can be described as “minimizing the attack surface?
A. Blocking unused ports and services

B. Endpoint security

C. Compensating controls

D. Role-based access control

71 A s correct. Having fewer running services and open ports means fewer
possible vectors for attack. Blocking unused or unnecessary ports and services
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minimizes the area for potential attack and exploitation.

7w B, C, and D are incorrect. B is incorrect because although endpoint security
means hardening the host, it’s not always synonymous with minimizing the
attack surface. C is incorrect because compensating controls can include
several ways of minimizing risk beside blocking unused ports or services. D
is incorrect because RBAC is a specialized access control, not a means of
minimizing the attack surface.

18. What access control model involves granting explicit authorization for a given

19.

object, per a given user?
A. Group policies

B. RBAC

C. MAC

D. Role-based

1 C 1s correct. Mandatory access control requires giving explicit authorization
to a given user for a given object. Used rarely outside of military and highly
sensitive organizations, the MAC model includes labels for creating levels of
access, using the terms Unclassified, Confidential, Secret, and Top Secret.

7w A, B, and D are incorrect. A is incorrect because group policies are far less
explicit than MAC, allowing for access to be passed down or inherited at an
admin’s discretion. B is incorrect because role-based access control is not
explicit per user, but instead per role. D is incorrect because role-based is a

form of network access control, controlling access by a role; it is not explicit
to the user.

What is a technique that allows system administrators to apply configuration
changes to several systems at once?

A. NAC
B. GPO
C. ACL
D. IDS

1 B s correct. Group Policy Objects allow Windows system admins to push
system changes to several machines at once.

7w A, C,and D are incorrect. A 1s incorrect because network access control is
more about facilitating access, not pushing system changes. C is incorrect
because access control lists also manage access, not system changes. D 1s
incorrect because an intrusion detection system does not make system changes.
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20. A company would like for access only to be granted if the employee’s laptop
meets a number of criteria. Specific conditions that each laptop must meet include
only the approved version of Windows, mail application v2.5 or higher, web
browser v8.0, and database application v1.18. Also, each laptop must have no

unauthorized storage attached. What access control model would you recommend
the company use?

A. Location-based

B. Rule-based

C. Role-based

D. Mandatory access control

7 B is correct. Rule-based access control allows for granting access based on
all those criteria. Rules are created to identify and determine all the system
health and configuration criteria mentioned.

n A, C, and D are incorrect. A is incorrect because location is unimportant. C is
incorrect because no user roles were mentioned. D is incorrect because
mandatory access control involves granting explicit access to specific users,
not access based on system configuration.

Technet24


https://technet24.ir
https://technet24.ir
https://technet24.ir



https://technet24.ir
https://technet24.ir

CHAPTER ¢

Technet24


https://technet24.ir
https://technet24.ir
https://technet24.ir

Securing a Corporate Network

This chapter includes questions on the following topics:
* Penetration testing
» Reverse engineering
 Training and exercises
 Risk evaluation

Keeping the corporate environment secure can be a formidable task. Assuming the
cybersecurity team has already hardened the network and hosts as covered in earlier
chapters, there 1s already an established level of assurance of the environment’s
security. The next task is maintaining or raising that level. Fortunately, there are
approaches and practices that work well.

Penetration testing can be a highly effective process at identifying and prioritizing
needs to improve security at a company’s environment. Penetration testing, beginning
with top-level authorization and ending with a full briefing to management, pushes the
cybersecurity analyst to react and defend against attacks without the real-world
exposure of an actual attack. Coordinated training and exercises, along with other means
of risk evaluation, will raise the environment’s security level. Also discussed in this
chapter are processes and practices to raise assurance in present hardware and
software.

) QUESTIONS

1. At the company where you lead the cybersecurity team, a junior analyst
misunderstands risk evaluation. You begin explaining how risk evaluation is
performed by assessing probability and impact. You end with explaining the main
purpose of risk evaluation as a balance between which of the following factors?
(Choose two.)

A. Value of a risk
B. Potential cost of a risk
C. Cost of the control to mitigate the risk
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D. Potential annual revenue lost
E. Probability of a risk occurring

. What levels of company management can provide authorization to conduct
penetration testing? (Choose all that apply.)

A. Director of IT security.

B. Chief executive officer or a similar senior executive.

C. Owner(s) of the data.

D. Most senior cybersecurity analyst.

E. Approval is optional until testing results show a need for further analysis.

. Guidelines are to be drawn up prior any penetration testing can begin, and they
determine the exact nature and scope of the testing. What are these guidelines
called?

A. Penetration TTP (Tactics, Techniques, and Procedures) document
B. ROE (rules of engagement)

C. Scope and Invoicing document

D. Discovery

. The company CEO recently came back from a conference about cybersecurity. He
learned that operational control reviews are important to conduct from time to
time. The CEO even offered the following answers as ideas to review. Select
from the following ideas which are applicable for an operational control review.
(Choose all that apply.)

A. Intrusion detection system

B. RADIUS authentication server
C. Security awareness training
D. Acceptable use policy

. The company has employed the same encryption methods for a considerably long
time. As a new security analyst, you question the effectiveness and strength of the
encryption. What is the best recommendation for how to proceed?

A. Conduct a technical control review of encryption as a technical control.

B. Conduct an operational control review of encryption as an operational
control.

C. Perform a risk assessment of the encryption strength.

=

Perform a vulnerability assessment of a server and the data now encrypted.
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6.

10.

The 1dea of examining a finished product in order to determine what its parts are
and how they work together is called what?

A. Process isolation
B. Sandboxing
C. Reverse engineering

D. Risk evaluation

. A company hires an outside penetration testing team. A scope is agreed upon,

dictating what systems may be involved and what systems may not. The
penetration team proceeds with its tasks, all the way up to exploitation, when
suddenly a production server is knocked offline. With the possible exception of
the authorization, what aspect of penetration testing is now the most critical?

A. Reconnaissance
B. Exploitation
C. Communication

D. Reporting

. The act of using a one-way function to create a unique, fixed-length value from a

variable-length file or string of data is called what?
A. Fingerprinting or hashing

B. Decomposition

C. Qualitative analysis

D. Reverse engineering

. Reverse engineering is done on counterfeit hardware, but what is far more often

the object being taken apart?

A. OEM hardware

B. Software or malware

C. Applications developed in-house
D. Sandboxed network devices

During an extensive review of military assets, a cybersecurity analyst discovered
that at least one piece of hardware was counterfeit. Although there were no issues
that made the counterfeit hardware seem suspicious, there remains a question
about expected quality and unknown hidden “features.” It was later revealed that
the hardware was purchased from a different manufacturer than the one normally
used. What is the primary issue at fault here?

A. OEM documentation
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11.

12.

13.

14.

B. Trusted foundry
C. Poorly executed technical control review
D. Source authenticity

At the conclusion of a penetration test, what phase involves communicating to
management about the results and lessons learned?

A. Exploitation

B. Reporting

C. Authorization

D. Lateral movement

On what type (or types) of training exercises do red, blue, and white teams
perform?

A. Tabletop exercises

B. Tabletop and live-fire exercises

C. Live-fire exercises and Tactics, Techniques, and Procedural
D. Live-fire exercises

In live-fire exercises, three teams play different roles. The first team performs as
the exercise moderator, documenting and evaluating the progress of the other two
teams. The second team functions as attackers, reconnoitering and exploiting the
corporate environment. Finally, the third team is composed of the “good guys,”
protecting the environment and countering the activities of the second team. When
these teams perform together, this exercise can produce a great deal of lessons
learned and actions (hopefully) to better protect the network. From the following
answers, select the team color order associated with the respective teams
described.

White, blue, red
Red, blue, white
Blue, white, red
White, red, blue
E. Red, white, blue
F. Blue, red, white

When a company is ready to challenge its cybersecurity team in order to
determine its strengths and weaknesses, as well as to identify through a “live-
fire” exercise what risks should be addressed next, the company would sanction a
what?

S0 w P
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15.

16.

17.

18.

A. Penetration testing

B. Security awareness training
C. Risk evaluation

D. Hardware review

Both qualitative analysis and quantitative analysis are approaches to evaluate
what aspects of a risk? (Choose two.)

A. Potential monetary loss to the company
B. Likelihood of the risk occurring

C. Severity of impact of the realized risk
D. Material exposure

Which of the following are valid concerns when considering the timing of
penetration testing? (Choose all that apply.)

A. Availability of the defenders to react to attacks

B. Impact on business operations during normal hours
C. Availability of executive management for reporting
D. Size and scope of the penetration test

An organization owns systems that are to be probed during a penetration test.
Some of the systems intended for testing are production systems containing
protected health information (PHI). What aspect of penetration testing is most in
jeopardy of breaking the law due to regulatory compliance?

A. Timing

B. Scope

C. Exploitation
D. Reconnaissance

From all the penetration testing phases listed, select the phase that can be
described as the riskiest and one where the situation can turn into a crisis most
quickly.

A. Reconnaissance
Exploitation
Timing

Report to management

SIS
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19. Cybersecurity analyst Hank is conducting a risk assessment of the personnel data
on an HR server. Obviously, any breach in confidentiality of that data would carry
a critical impact. However, the server 1s hardened and maintained by junior
analysts Walt and Jessie. Given the rating of “unlikely” for the likelihood of a
confidentiality breach, what is the overall risk rating? (Refer to Figure 4-1.)

A. The risk rating cannot be calculated.

B. Low.
C. Medium.
D. High.
2
<
= Medium Medium
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g Low Medium Medium
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= @ Low Low Medium
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A otk
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Figure 4-1 Qualitative risk matrix. The impact axis and likelihood axis show an
established overall risk rating at each square where those axes meet.

20. Regarding the same server, a significant rise in utilization has prompted
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cybersecurity analyst Hank to investigate personally. To his surprise, illegal
crypto-mining software is discovered running on the server. Given the nature of
the software, its unauthorized installation, and its unknown origin, Hank
immediately assesses that the critical data is at least likely to be jeopardized in a
confidentiality breach. What is the overall risk rating now? (Refer to Figure 4-1.)

A. The risk rating cannot be calculated.
B. Low.

C. Medium.

D. High.
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20. D

A IN-DEPTH ANSWERS

1. At the company where you lead the cybersecurity team, a junior analyst
misunderstands risk evaluation. You begin explaining how risk evaluation is
performed by assessing probability and impact. You end with explaining the main

purpose of risk evaluation as a balance between which of the following factors?
(Choose two.)

A. Value of a risk

Potential cost of a risk

Cost of the control to mitigate the risk

Potential annual revenue lost

SIS

Probability of a risk occurring

7 A and C are correct. The purpose of risk evaluation is to strike a balance
between the determined value of a risk and the determined cost of whatever
control 1s used to mitigate the risk.

w B, D, and E are incorrect. B is incorrect because the potential cost of a
realized risk is only part of the risk value. D is incorrect because annualized
loss expectancy is one factor of quantitatively calculating risk, along with rate
of occurrence. E is incorrect because probability is just part of the risk value.

2. What levels of company management can provide authorization to conduct
penetration testing? (Choose all that apply.)

A. Director of IT security.

B. Chiefexecutive officer or a similar senior executive.

C. Owner(s) of the data.

D. Most senior cybersecurity analyst.

E. Approval is optional until testing results show a need for further analysis.

7 B and C are correct. Typically in a medium- to large-sized company, a senior
executive or the CEO would be aware of and sanction the penetration testing.
In much smaller or private environments, the owner of the data, as the most

senior person, can make the decision. In any case, strict rules of engagement
would be key to approval.
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7w A, D, and E are incorrect. A is incorrect because the IT security director is not
senior enough to accept liability for possible negative impacts from testing.
Similarly, D is incorrect because the role of senior cybersecurity analyst is not
senior enough. E is incorrect because approval is absolutely necessary.
Without approval, penetration testing is unethical, if not illegal.

. Guidelines are to be drawn up prior any penetration testing can begin, and they
determine the exact nature and scope of the testing. What are these guidelines
called?

A. Penetration TTP (Tactics, Techniques, and Procedures) document
B. ROE (rules of engagement)
C. Scope and Invoicing document

D. Discovery

7 B 1is correct. Having the rules of engagement (ROE) is an absolute necessity
before beginning any phase of a penetration test. The ROE determine what is
within bounds, out of bounds, with whom to communicate, and so on. Most
importantly, the approved rules of engagement function as your “get out of jail
free” card, considering that without them, the penetration test is likely illegal.

7w A, C,and D are incorrect. A is incorrect because TTP does not reference a
standard document, but instead refers to the general techniques and processes
of conducting the test. C is incorrect because there is no standard document
called a “Scope and Invoicing” document. D is incorrect because discovery is
an early phase of a penetration test, not some procedural document.

. The company CEO recently came back from a conference about cybersecurity. He
learned that operational control reviews are important to conduct from time to
time. The CEO even offered the following answers as ideas to review. Select
from the following ideas which are applicable for an operational control review.
(Choose all that apply.)

A. Intrusion detection system

B. RADIUS authentication server
C. Security awareness training
D. Acceptable use policy

1 C and D are correct. Both the security awareness training and the acceptable
use policy (AUP) are examples of operational controls. Operational controls,
also called administrative or policy controls, are security controls put into
practice from business processes or policies and standards.
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% A and B are incorrect. A is incorrect because an IDS is an example of a
technical control. B is incorrect because the RADIUS server is also a
technical control.

5. The company has employed the same encryption methods for a considerably long
time. As a new security analyst, you question the effectiveness and strength of the
encryption. What is the best recommendation for how to proceed?

A. Conduct a technical control review of encryption as a technical control.

B. Conduct an operational control review of encryption as an operational
control.

C. Perform a risk assessment of the encryption strength.

=

Perform a vulnerability assessment of a server and the data now encrypted.

7 A 1s correct. Encryption is a technical control. Conducting a technical control
review is the best course of action when the long-term effectiveness of a
technical control comes into question.

xn B, C, and D are incorrect. B is incorrect because encryption is a technical
control, not an operation control. C is incorrect because performing a risk
assessment 1s important, but is only part of a technical control review. D is
incorrect because performing a vulnerability assessment of the encryption in
use might not produce a valid representation of the encryption’s effectiveness.

6. The idea of examining a finished product in order to determine what its parts are
and how they work together is called what?

A. Process isolation
B. Sandboxing

C. Reverse engineering
D. Risk evaluation

71 C 1s correct. Taking a finished product apart in order to determine what its
parts are and how they work is called reverse engineering.

n A, B, and D are incorrect. A is incorrect because process isolation speaks to
quarantining a running process, not breaking it down into its components. B is
incorrect because sandboxing refers to isolating a system from the network as
a form of containment. D is incorrect because risk evaluation is about
measuring a risk’s impact and probability.

7. A company hires an outside penetration testing team. A scope is agreed upon,
dictating what systems may be involved and what systems may not. The
penetration team proceeds with its tasks, all the way up to exploitation, when
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suddenly a production server is knocked offline. With the possible exception of
the authorization, what aspect of penetration testing is now the most critical?

A. Reconnaissance
B. Exploitation
C. Communication

D. Reporting

71 C 1s correct. Communication is critically important for a penetration test,
especially during a crisis, as described.

x A, B, and D are incorrect. A is incorrect because reconnaissance is performed
at the beginning of the penetration test and is not appropriate when a
production system fails. B is incorrect because exploitation was done just
before the production system failed. D is incorrect because reporting is

performed after the test is completed, when management can be calmly
informed of the results.

8. The act of using a one-way function to create a unique, fixed-length value from a
variable-length file or string of data is called what?

A. Fingerprinting or hashing
B. Decomposition
C. Qualitative analysis

D. Reverse engineering

1 A 1s correct. The process to take a string of data or any file of any length
through a one-way function to produce a unique fixed-length value is called
fingerprinting or hashing.

xn B, C, and D are incorrect. B is incorrect because decomposition refers to the
principle of deconstructing something into its parts. C is incorrect because
qualitative analysis refers to a subjective form of evaluating risks. D is
incorrect because reverse engineering, performed by decomposition, means

taking a finished product and learning what its made of as well as how it
works.

9. Reverse engineering is done on counterfeit hardware, but what is far more often
the object being taken apart?

A. OEM hardware
B. Software or malware

C. Applications developed in-house
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D. Sandboxed network devices

1 B is correct. The typical object being reverse engineered is a piece of
software that’s suspected to be or identified as malware.

w A, C,and D are incorrect. A is incorrect because OEM hardware is highly
likely to be genuine and not counterfeit. C is incorrect because applications
developed in-house might not always be perfect, but it’s unlikely that they are
compromised. D is incorrect because a network device, whether sandboxed or

not, is unlikely to be taken apart under suspicion of being Trojaned or
compromised.

10. During an extensive review of military assets, a cybersecurity analyst discovered
that at least one piece of hardware was counterfeit. Although there were no issues
that made the counterfeit hardware seem suspicious, there remains a question
about expected quality and unknown hidden “features.” It was later revealed that

the hardware was purchased from a different manufacturer than the one normally
used. What is the primary issue at fault here?

A. OEM documentation

B. Trusted foundry

C. Poorly executed technical control review
D. Source authenticity

71 D is correct. The primary issue is an absence of source authenticity, or
assurance that the source of the asset is reputable and authentic.

7w A, B, and C are incorrect. A is incorrect because OEM documentation
describes the documentation from the original equipment manufacturer. B is
incorrect because trusted foundry is a U.S. government program that inspects
and approves a manufacturer as authentic. C is incorrect because the problem

was discovered by an “extensive hardware review,” which leads one to think
the review was at least somewhat successful.

11. At the conclusion of a penetration test, what phase involves communicating to
management about the results and lessons learned?

A. Exploitation
B. Reporting
C. Authorization

D. Lateral movement

71 B is correct. The phase of penetration testing that involves communicating
results and lessons learned to management is called reporting.
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7w A, C, and D are incorrect. A is incorrect because the exploitation phase
involves manipulating the discovered weaknesses in target systems. C is
incorrect because authorization involves gaining executive support and
approval for conducting the penetration test. D is incorrect because lateral

movement refers to compromising systems “laterally” from the originally
compromised system.

12. On what type (or types) of training exercises do red, blue, and white teams
perform?

A. Tabletop exercises
B. Tabletop and live-fire exercises

C. Live-fire exercises and Tactics, Techniques, and Procedural

D. Live-fire exercises

1 B 1s correct. The teams referred to as “red,” “blue,” and “white” are used
during both live-fire exercises and table-top exercises.

n A, C,and D are incorrect. A is incorrect because teams are involved in more
than just tabletop exercises. Tabletop exercises are an organized event with
various roles involved to test out procedures. The tabletop exercises are
intended for people to work through a simulated event as a “dry run.” C is
incorrect because “Tactics, Techniques, and Procedural” is not a form of

exercise. D is incorrect because teams perform for more than just live-fire
exercises.

13. Inlive-fire exercises, three teams play different roles. The first team performs as
the exercise moderator, documenting and evaluating the progress of the other two
teams. The second team functions as attackers, reconnoitering and exploiting the
corporate environment. Finally, the third team is composed of the “good guys,”
protecting the environment and countering the activities of the second team. When
these teams perform together, this exercise can produce a great deal of lessons
learned and actions (hopefully) to better protect the network. From the following

answers, select the team color order associated with the respective teams
described.

A. White, blue, red
Red, blue, white
Blue, white, red
White, red, blue
Red, white, blue

SIS
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14.

15.

16.

F. Blue, red, white

1 D 1s correct. The correct team color order is white, red, and blue (that is, the
moderators, attackers, and defenders, respectively).

n A, B, C, E, and F are incorrect. All other color arrangements apart from
“white, red, and blue” are incorrect. The moderators are referred to as the
“white team.” The attackers are referred to as the “red team,” and the
defenders (or “good guys™) are referred to as the “blue team.”

When a company is ready to challenge its cybersecurity team in order to
determine its strengths and weaknesses, as well as to identify through a “live-
fire” exercise what risks should be addressed next, the company would sanction a
what?

A. Penetration testing

B. Security awareness training
C. Risk evaluation

D. Hardware review

7 A 1is correct. Penetration testing is the process whereby a company seeks to
test and challenge its cybersecurity team with a simulated attack.

xn B, C, and D are incorrect. B is incorrect because security awareness training
1s an operational control to minimize risk. C 1s incorrect because risk
evaluation is the measuring of a risk. D is incorrect because hardware review
is hardly a challenge, but instead something the cybersecurity team may
perform as part of a technical control review.

Both qualitative analysis and quantitative analysis are approaches to evaluate
what aspects of a risk? (Choose two.)

A. Potential monetary loss to the company
B. Likelihood of the risk occurring

C. Severity of impact of the realized risk
D. Material exposure

71 B and C are correct. The likelihood of a risk occurring and the impact severity
are the two aspects of any risk.

7 A and D are incorrect. A is incorrect because potential monetary loss is a
quantitative factor of risk evaluation. D is incorrect because material exposure
can be considered another form of potential loss.

Which of the following are valid concerns when considering the timing of
penetration testing? (Choose all that apply.)
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A. Availability of the defenders to react to attacks

B. Impact on business operations during normal hours
C. Availability of executive management for reporting
D. Size and scope of the penetration test

1 A, B, and D are correct. The timing of a penetration test is guided by several
factors. The most important of those factors are the size and scope of the test,
the availability of the cybersecurity staff, and the potential impact on
production systems.

% C is incorrect. Reporting to the executive management would occur at the
conclusion of the penetration test. The reporting meeting is likely to be held
weeks after the penetration exercise has been completed, to allow time for
preparing the report.

17. An organization owns systems that are to be probed during a penetration test.
Some of the systems intended for testing are production systems containing
protected health information (PHI). What aspect of penetration testing is most in
jeopardy of breaking the law due to regulatory compliance?

A. Timing
B. Scope
C. Exploitation

D. Reconnaissance

7 B s correct. The scope of the penetration testing is largely defined by which
systems are to be tested, and which systems are not to be tested. The system
containing PHI cannot be included within the scope of to-be-tested systems. If
penetration testers were to successfully probe for and exfiltrate healthcare
information, 1t would be in violation of federal law.

7w A, C, and D are incorrect. A is incorrect because the timing is not an issue
with regard to the servers containing PHI. C is incorrect because exploitation
isn’t the aspect of testing that permitted the systems to be included. D is
incorrect because reconnaissance might be helpful in determining the contents
of the PHI server. However, the problem of scope is more directly at fault.

18. From all the penetration testing phases listed, select the phase that can be

described as the riskiest and one where the situation can turn into a crisis most
quickly.

A. Reconnaissance

B. Exploitation
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C. Timing
D. Report to management
E. Scope

71 B s correct. The process of exploitation during a penetration test can be and
often is quite risky. Penetration testers plan and prepare as much as possible
for such events, but occasionally systems can give unanticipated responses.
This i1s why authorization is of paramount importance.

n A, C,D, and E are incorrect. A is incorrect because reconnaissance is quite
benign, save for the risk of being discovered by cybersecurity team members
unaware of the authorized test. C is incorrect because timing 1s hardly risky,
except to proceed carefully but efficiently through the exploitation phase with
minimal effect on business operations. D is incorrect because reporting to
management is not quite as risky as exploitation. E is incorrect because scope
is not risky at all, unless it is 1ll-conceived to begin with.

19. Cybersecurity analyst Hank 1s conducting a risk assessment of the personnel data
on an HR server. Obviously, any breach in confidentiality of that data would carry
a critical impact. However, the server 1s hardened and maintained by junior
analysts Walt and Jessie. Given the rating of “unlikely” for the likelihood of a
confidentiality breach, what is the overall risk rating? (Refer to Figure 4-1.)

A. The risk rating cannot be calculated.
B. Low.

C. Medium.

D. High.
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Figure 4-1 Qualitative risk matrix. The impact axis and likelihood axis show an
established overall risk rating at each square where those axes meet.

=1 C 1is correct. Given that the impact of a data breach is evaluated as “critical”
and the likelihood is “unlikely,” the overall risk rating is “medium.”

7z A, B, and D are incorrect. A is incorrect because the overall risk rating can be
determined from the provided impact and likelihood risk factors of “critical”
and “unlikely,” respectively. B and D are incorrect because the overall risk
rating is “medium.”

20. Regarding the same server, a significant rise in utilization has prompted
cybersecurity analyst Hank to investigate personally. To his surprise, illegal
crypto-mining software is discovered running on the server. Given the nature of
the software, its unauthorized installation, and its unknown origin, Hank
immediately assesses that the critical data is at least likely to be jeopardized in a
confidentiality breach. What is the overall risk rating now? (Refer to Figure 4-1.)
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A. The risk rating cannot be calculated.
B. Low.

C. Medium.

D. High.

1 D is correct. Given that the likelihood has risen from “unlikely” to at least
“likely,” with the impact evaluated as “critical,” the overall risk rating is now

“hjg]:l_”
n A, B, and C are incorrect. A is incorrect because the overall risk rating can be
determined from the provided impact and likelihood risk factors of “critical”

and “likely,” respectively. B and C are incorrect because the overall risk
rating is “high.”
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Vulnerability Management

Chapter S  Implementing Vulnerability Management Processes
Chapter 6  Vulnerability Scanning
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Implementing Vulnerability Management
Processes

This chapter includes questions on the following topics:
» The requirements for a vulnerability management process
* How to determine the frequency of your vulnerability scans
» The types of vulnerabilities found in various systems
» Considerations for configuring tools for scanning

Vital to strong security is being able to identify and understand the vulnerabilities in
your environment. Identifying vulnerabilities requires knowing how to search and what
to search for. To do this, you will need tools and methods as well as a process to
identify them. Lastly, you need to effectively keep track of what vulnerabilities you find.
Understanding vulnerabilities starts with what you’re doing now—Iearning and
applying the principles of information security.

The cybersecurity analyst can find and understand vulnerabilities in general, but to
manage those vulnerabilities requires knowing the business they affect. This means
understanding how the business’s systems interact with one another, what data they use,
and what processes are required for the business to function. Once some vulnerability is
found, that vulnerability might be eliminated at one company but another company’s
operations must allow the vulnerability to stay. The vulnerabilities you must face are
caused by the nature of your business and your data. (Wouldn’t turning off all the servers
eliminate many vulnerabilities?) Regulatory requirements and policy requirements will
impact vulnerability management further. In this chapter, implementing a vulnerability
management process 1s at the core of the questions provided.

) QUESTIONS

1. A company needs a vulnerability scan performed on its internal network. After
the company consults with an external cybersecurity analyst, the analyst
immediately begins drafting a contract to outline conditions to be met for the scan.
These conditions include limiting who is allowed to view the results, specifying
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what servers and data must not be accessed under any circumstances, and
satisfying the company’s need for two types of scans to be done quarterly. Which
of the following is the most likely reason behind these conditions?

A. Regulatory requirements

B. Security policy

C. Analyst’s recommendation

D. Past experience deems the contract prudent

. Regulatory requirements can specify the need for vulnerability scanning when a
company is in the financial or health industry. However, what best specifies
vulnerability scanning as a requirement without regulatory requirement?

A. CISO mandate

B. Local and/or national legislation
C. Corporate policy

D. NIST 800-53

. What is a technique that allows a company to vary resources spent toward
protecting data according to a set value?

A. Data encryption

B. Data classification
C. Data criticality

D. Data storage location

. With regard to asset inventory, how would a cybersecurity analyst classify assets
such as financial systems, intellectual property, and a customer-facing ordering
system?

A. Noncritical
B. Sensitive

C. Credentialed
D. Critical

. When a company is developing a vulnerability management plan, its assets must
be inventoried. Which of the following asset types would be included? (Choose
all that apply.)

A. Noncritical
B. Critical
C. Critical only
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10.

D. On-site and assets of partners and suppliers

The frequency with which a company performs vulnerability scanning is
dependent upon which of the following criteria? (Choose all that apply.)

A. Scanning policy

B. Vulnerability management planning

C. Risk appetite

D. Regulatory requirements

E. Limitations of time, tools, and personnel

The cybersecurity analyst must consider several factors when determining
vulnerability scanning frequency. Criteria such as network bandwidth, systems’
CPU capacity, and number of qualified personnel are examples of which of the
following?

A. Soft restrictions

B. Regulatory requirements
C. Technical constraints
D. Budgetary limitations

Apart from policies and regulatory requirements, what creates the largest impact
on establishing an effective vulnerability scanning process?

A. Regular routine and workflow of personnel

B. Management style of the IT director or head of security
C. Mandates from the chief of information security

D. Personal whims of the CEO

. When a company is configuring tools to perform vulnerability scans, which of the

following would be the earliest step?

A. Choosing the tool plug-ins

B. Generating reports

C. Establishing permissions and scanning credentials
D. Establishing scanning criteria

A cybersecurity analyst is performing a vulnerability scan of a few systems,
including a server processing protected health information (PHI). The scan of all
servers completed successfully, with no interruption of service. To demonstrate
proof of weaknesses found during the vulnerability scan, the analyst manages to
exfiltrate documents from each server. Which of the following specifications of

Technet24


https://technet24.ir
https://technet24.ir
https://technet24.ir

11.

12.

13.

14.

vulnerability scanning did the analyst likely breach?

A. Using credentials when a noncredentialed scan would suffice.
B. No vulnerability feed was evidenced.

C. Permissions set incorrectly.

D. Considering the sensitivity of the data on the scanned systems.
E. Using agents when a server-based scan would suffice.

Which of the following reasons are valid arguments for using server-based
vulnerability scanning instead of agent-based scanning? (Choose all that apply.)

A. Erratic connectivity to remote and mobile devices
B. Limited bandwidth

C. Limited personnel availability for maintenance

D. Occasional rogue device connecting to the network

When it comes time to execute a vulnerability scan, what are optional tools you
might use to launch it? (Choose all that apply.)

Nessus

Burp Suite

OpenVAS

Vega

FTK

Nikto

After you complete your scan, creating heaps of output, you need to prepare a
report. What are your options?

TEE AR R

A. As vulnerability tools rarely generate reports, there’s no need for a report.
B. It’s common to pipe vulnerability tool output to a report generation tool.
C. Nearly all vulnerability scanners generate standardized reports via XML.

D. Every vulnerability tool generates some kind of report, but not using a
standardized format.

It’s time to deliver a vulnerability report to the stakeholders. What are your
options for distribution? (Choose all that apply.)

A. Automated delivery via the report generation component of the vulnerability
scanner

B. Delivered entirely via e-mail to all administrators
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C. Delivered manually, through face-to-face meetings
D. E-mailing only the portions immediately relevant to the individual

15. What remediation step requires careful discussion concerning the scan results,
with the goal of satisfying both the concerns of technical staff and the
organization’s business objectives?

A. Validation of the results

B. Prioritization of the results
C. Distribution of the results
D. Categorization of the results

16. Figure 5-1 shows the top portion of the results screen in Nessus when a scan has
completed. The wide bar across the top separates quantities of results in varying
colors. What is Nessus distinguishing by using colors?

A. Scope

B. Chronological order of the scan execution
C. Association to the vulnerability feeds used
D. Criticality of the findings

0

CRITICAL

@ Info @ Without auth
® Low

Maedium
@ High

Figure 5-1 Nessus results screen

17. The chief information security officer is among many at a meeting about the
vulnerability scan results. Everyone has the same table, shown in Figure 5-2. The
discussion is focused on how to order the findings to remediate. The
cybersecurity analyst focuses on criticality, wanting to fix the findings in the order
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shown: A, B, C, then D. The CISO instead wants the remediation order to be C,
B, A, then D. What aspect caused the CISO to change the order of remediation?

A. Criticality
B. Cost

C. Effort to fix
D. Alphabetical

Finding Risk EfforttoFix Cost
A High 7 months $4,500
B Medium | 2 weeks $1,000
C Medium 1 week $8,500
D Low 1 month $6,000

Figure 5-2 Results to remediate

18. Patching is an important preventative control in ensuring a system’s security.
Patches generally improve the stability of a system and, in the case of security
patches, remediate a vulnerability. However, on the rare occasion a patch gets
released that opens up a different vulnerability, perhaps more severe than the
weakness the patch originally aimed to strengthen. What is the suggested method
for mitigating the risk of an errant patch?

A. Communicate directly with the patch vendor.

B. Wait for others to install the patch, in case of bad news.

C. Have a safe environment as a sandbox for testing patched systems.
D. Don’t install patches.

19. After the results of a vulnerability scan were prioritized into remediation steps, a
company’s cybersecurity team began working on implementing those steps. All
systems that were affected by the remediation team continued operating as
expected, except for one. One server’s application stopped functioning, no longer
able to reach others systems. The system owner could not figure out why or how
the system just stopped working. What overall process seems most at fault here?
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20.

21.

22.

23.

A. Communication/change control
B. Patching/remediation

C. Business continuity

D. Systems administration

A cybersecurity analyst is hired by a company to conduct a vulnerability scan on
its servers. In the process of scanning a particular server, the analyst comes
across evidence that suggests the system has a great many open vulnerabilities.
What should the analyst do to properly respond to this?

A. Speak to the CISO in confidence about the server.
B. Speak to the internal information security team.
C. Consult the MOU or ROE.

D. Write up a formal SLA specific that that server.

Soon after prioritizing remediation steps, the team receives an unexpected memo
from executive management. The chief information officer now expresses
concerns that remediation will have unforeseen effects on operations, and
therefore would like the team to delay its efforts and further discuss evaluating the
risks. Which terms describe the source of the memo as well as the source of the
problem? (Choose two.)

A. Business process interruption
B. Corporate governance

C. Continuous monitoring

D. Service level agreement

What term is used to describe a contract made between units within an
organization (for example, between IT and HR) to outline the service
expectations, including roles and responsibilities?

A. MOU
B. SLA
C. 10U
D. ROE

For years, vulnerability scanning tools output their findings with no
standardization, resulting in an array of reporting styles, inconsistent levels of
detail, and no guarantee a particular element was included. This was tolerated
until the demand for policy compliance pushed vendors and NIST to form a
solution to this problem. What was the result?
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24.

25.

26.

27.

A.

FISMA

B. NIST 800-53

C.
D.
E.

SCAP
ARF
CVE

When you’re configuring vulnerability scanners, what most influences the types of
data you will gather? (Choose all that apply.)

A.

The tool’s capabilities

B. Regulatory requirements

C.
D.

Scope
SCAP

A company is starting the process of remediating issues discovered in a
vulnerability scan. One of the more severe vulnerabilities was found on a server
that happens to contain highly sensitive data and is business critical. The
vulnerability would permit exfiltration of the sensitive data across the network. A
possible remediation would be implementing DLP. However, being such an
important system, its remediation was halted by the chief information officer. In
the context of degrading functionality, what might be a good course of action?

A.

SIS

Do not implement DLP, but do place a sniffer upstream to monitor for
exfiltration. Inform the CIO.

Cease and desist remediation.
Resume remediation after the CIO goes home for the day.
Discuss with the CEO.

Check to confirm that the CIO is not on the ROE and then proceed with the
original remediation.

The terms “ongoing scanning” and “continuous monitoring” refer to what in the
context of vulnerability scanning?

A.
B.
C.

D.

Simultaneous scanning and monitoring during a scheduled vulnerability scan
Scanning occurring regularly, such as daily

Agent-based scanning, instead of server-based, to provide continual
availability

Full-time staff available to perform vulnerability scanning as needed

What vulnerability scanner provides its own scripting language with which to
customize plug-ins?
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28.

29.

30.

31.

32.

Klaatu
Barada
Necturn
Nikto

Nessus

=P Nw R

Which of the following would be an inhibitor to remediation?
A. Organizational governance

B. NASL

C. SCAP

D. CSF

Which of the following is a well-known framework for quantifying severity or the
criticality of vulnerabilities?

A. OpenVAS
B. CVE
C. CVSS
D. CSV

What aspect about performing a noncredentialed vulnerability scan is not as
common as when performing a credentialed vulnerability scan?

A. Higher level of detail

B. Higher number of false positives
C. Higher number of true negatives

D. Higher number of verifiable results

When configuring a vulnerability scanning tool, you may utilize at least one
additional vulnerability feed beyond the product’s own source. Selecting a feed
that matches your needs is important. Which of the following will most influence
your selection of vulnerability feed?

A. Scanning frequency

B. Company policy

C. Regulatory requirements

D. Senior management risk appetite

A B2B health information exchange provider has hired a new cybersecurity team
to perform a vulnerability scan. A junior analyst eager to make a good impression
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33.

34.

3S.

36.

raises the point that PCI DSS standard requirement 11.2 directly affects
vulnerability scanning. What specific aspect of this scan will the analyst’s
reference affect?

A. Scope
B. Frequency

C. Sensitivity

D. DAR encryption
E. None of the above

At the earliest stages of a vulnerability scan, which of the following would be the
first step?

A. Dratft the ROE.

B. Identify the requirements.
C. Sign the MOU.

D. Configure the scanning tool.

A hospital is interested in having an external ASV perform a vulnerability scan,
from the perspective of an attacker. What is the scanning criteria that most
satisfies the hospital’s needs?

A. Agent-based, instead of server-based

B. Minimum of two vulnerability feeds

C. Extreme care for scope to avoid accessing PHI
D. Noncredentialed scan, instead of credentialed

What is the most important reason why vulnerability tools require feeds and
updates?

A. Ifthe tool is unaware of a vulnerability, it cannot detect the vulnerability.
B. Without updates, the tool reports more false negatives.

C. Vulnerability tools come with a vendor-provided feed. No extra feed is
required.

D. Ifatool receives no updates, regulatory compliance scans may be outdated.

A security team was hired to conduct a large-scale vulnerability scan at multiple
sites. The team begins at the smallest facility. In the process of launching the
vulnerability scanner, an analyst soon gets word that users are starting to
complain the network seems slow or unreliable. What might likely be the cause of
the problem?
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37.

38.

39.

40.

A. Sensitivity level

B. Risk appetite

C. Permissions

D. Technical constraints

What is a benefit of utilizing a cloud-based web application security scanner,
versus scanning at the site?

A. Less network perimeter traffic.

B. More control on the hardware.

C. Less operations and maintenance.

D. Frequency can be half as often when launched from the cloud.

Prioritizing vulnerabilities 1s made standard and fair given the Common
Vulnerability Scoring System (CVSS). The CVSS ranks vulnerabilities on a 10-
point scale using an equation based on several metrics. Which of the following is
not a group of metrics used in scoring vulnerabilities?

A. Attack Complexity/Attack Vector/Privileges Required/User Interaction
B. Confidentiality Impact/Integrity Impact/Availability Impact

C. Exploit Code Maturity/Remediation Level/Report Confidence

D. Exploit Age/Attack Speed/Ease of Exploitation

In the process of working with a vulnerability scanning tool, which of the
following shows the correct order of steps?

A. Requirements identification, scan execution, report distribution, report
generation

B. Requirements identification, scan execution, report generation, report
distribution

C. Requirements identification, scan execution, report distribution, report
generation

D. Requirements identification, report generation, scan execution, report
distribution

At the retailer S-Mart, a security analyst named Ash is familiar with dealing with
local nefarious characters trying to exploit the point-of-sale (POS) machines. The
POS machines are required for the retailer to operate. Further, data in the POS
systems includes financial transaction information. Ash is now developing a data
classification system and asset inventory. How should Ash classify S-Mart’s POS
machines and the data held inside them?
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A. Information: private, Asset: critical
B. Information: private, Asset: noncritical
C. Information: public, Asset: critical

D. Information: proprietary, Asset: noncritical
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24,
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1.

A company needs a vulnerability scan performed on its internal network. After
the company consults with an external cybersecurity analyst, the analyst
immediately begins drafting a contract to outline conditions to be met for the scan.
These conditions include limiting who is allowed to view the results, specifying
what servers and data must not be accessed under any circumstances, and
satisfying the company’s need for two types of scans to be done quarterly. Which
of the following is the most likely reason behind these conditions?

A. Regulatory requirements

B. Security policy

C. Analyst’s recommendation

D. Past experience deems the contract prudent

7 A 1s correct. Regulatory requirements are by far the most likely driver of the
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contract. The conditions stated are examples of regulatory requirements.

n B, C, and D are incorrect. B is incorrect because although security policy is
also a likely reason behind the contract, the sample requirements are similar to
HIPAA and PCI DSS requirements. C is incorrect because the analyst would
offer the suggestion but not likely draft a contract with those specific

conditions. D is incorrect because experience would not be the most likely
cause.

2. Regulatory requirements can specify the need for vulnerability scanning when a
company is in the financial or health industry. However, what best specifies
vulnerability scanning as a requirement without regulatory requirement?

A. CISO mandate

B. Local and/or national legislation
C. Corporate policy

D. NIST 800-53

1 C 1s correct. Corporate policy is the most likely internal source of such
requirements.

x A, B, and D are incorrect. A is incorrect because a CISO could require the
scanning but would do so via policy. B is incorrect because legislation

suggests regulatory requirements. D is incorrect because NIST 800-53
suggests but does not mandate vulnerability scanning.

3. What is a technique that allows a company to vary resources spent toward
protecting data according to a set value?

A. Data encryption

B. Data classification
C. Data criticality

D. Data storage location

7 B s correct. Data classification provides a method of allocating resources in
varying amounts based on the criticality or sensitivity of the data.

n A, C, and D are incorrect. A is incorrect because encryption does protect data
but not according to its value. C is incorrect because criticality is an attribute
that can classify the data, not a means to protect it. D is incorrect because

storage location is not a practical primary means of protecting data according
to its value.

4. Withregard to asset inventory, how would a cybersecurity analyst classify assets
such as financial systems, intellectual property, and a customer-facing ordering
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system?

A. Noncritical
B. Sensitive

C. Credentialed
D. Critical

1 D is correct. Those asset examples should be deemed critical, versus
noncritical.

n A, B, and C are incorrect. A is incorrect because those assets are certainly
critical assets. B is incorrect because while the assets might have sensitive

data, the assets themselves are critical. C is incorrect because credentialed is
not a type of asset.

. When a company is developing a vulnerability management plan, its assets must
be inventoried. Which of the following asset types would be included? (Choose
all that apply.)

A. Noncritical

B. Critical

C. Critical only

D. On-site and assets of partners and suppliers

7 A and B are correct. Critical and noncritical assets both should be inventoried
when developing a vulnerability management plan.

% C and D are incorrect. C is incorrect because a company can inventory all its
assets, whether on-site, mobile, or company assets currently at remote
locations. D is incorrect because partner and supplier assets are not within a
company’s scope to be tracked.

. The frequency with which a company performs vulnerability scanning is
dependent upon which of the following criteria? (Choose all that apply.)

A. Scanning policy
Vulnerability management planning
Risk appetite

Regulatory requirements

SIS

Limitations of time, tools, and personnel

71 A, B, C, D, and E are correct. All of those criteria are important factors in
determining vulnerability scanning frequency.
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X None are incorrect.

. The cybersecurity analyst must consider several factors when determining
vulnerability scanning frequency. Criteria such as network bandwidth, systems’
CPU capacity, and number of qualified personnel are examples of which of the
following?

A. Soft restrictions
B. Regulatory requirements
C. Technical constraints
D. Budgetary limitations
1 C is correct. These are examples of technical constraints.

% A, B, and D are incorrect. A is incorrect because “soft restrictions” is not a
commonly used term, and it suggests something other than hardware anyway. B
is incorrect because regulatory requirements would not include these sample
criteria to determine frequency. D is incorrect because although a budgetary
limitation might impact these technical aspects, it would not positively help to
determine scanning frequency.

. Apart from policies and regulatory requirements, what creates the largest impact
on establishing an effective vulnerability scanning process?

A. Regular routine and workflow of personnel

B. Management style of the IT director or head of security
C. Mandates from the chief of information security

D. Personal whims of the CEO

71 A 1s correct. The regular routine of personnel has a huge enabling impact on
vulnerability scanning and management.

w B, C, and D are incorrect. The management style of and mandates from
supervisory staff and executives are effectively the same as policy.

. When a company is configuring tools to perform vulnerability scans, which of the
following would be the earliest step?

A. Choosing the tool plug-ins

B. Generating reports

C. Establishing permissions and scanning credentials
D. Establishing scanning criteria

71 D 1s correct. Establishing scanning criteria would come before the other
options.
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7 A, B, and C are incorrect. A is incorrect because choosing the correct plug-ins
would come after determining what plug-ins are needed—after establishing
the scanning criteria. B is incorrect because reports aren’t generated before

scanning. C is incorrect because credentials and permissions would follow
deciding which systems to scan and other criteria.

10. A cybersecurity analyst is performing a vulnerability scan of a few systems,
including a server processing protected health information (PHI). The scan of all
servers completed successfully, with no interruption of service. To demonstrate
proof of weaknesses found during the vulnerability scan, the analyst manages to
exfiltrate documents from each server. Which of the following specifications of
vulnerability scanning did the analyst likely breach?

A. Using credentials when a noncredentialed scan would suffice.
B. No vulnerability feed was evidenced.

C. Permissions set incorrectly.

D. Considering the sensitivity of the data on the scanned systems.
E. Using agents when a server-based scan would suffice.

7 D is correct. The sensitivity of the data, particularly the PHI, means no
exfiltration can happen.

w A, B, C, and E are incorrect. A is incorrect because there 1s no mention of
credentials. B is incorrect because, while the vulnerability scan specification
might have detailed the requirement for a vulnerability feed, there is no
evidence this was ignored or violated. C is incorrect because permissions
didn’t seem to impact the success of the scan. E is incorrect because the scan
was completely successfully, regardless of whether agents were used.

11. Which of the following reasons are valid arguments for using server-based
vulnerability scanning instead of agent-based scanning? (Choose all that apply.)

A. Erratic connectivity to remote and mobile devices
B. Limited bandwidth

C. Limited personnel availability for maintenance

D. Occasional rogue device connecting to the network

1 C and D are correct. Less availability of security staff to maintain the scanning
agents would be a vote in favor of server-based scanning. Also, a server-
based architecture would scan the entire network space and thus be able to
detect rogue devices without an agent being installed.

w A and B are incorrect. A is incorrect because erratic connectivity equates to
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erratic accessibility of the server-based scan; therefore, agent-based scanning
is best for devices not consistently connected to the company network. B is
incorrect because agent-based scanning sends only results; therefore, it
requires less bandwidth, meaning any limitation on network capacity favors
agent-based scanning.

12. When it comes time to execute a vulnerability scan, what are optional tools you
might use to launch it? (Choose all that apply.)

Nessus

Burp Suite

OpenVAS

Vega

FTK

Nikto

1 A, C, and F are correct. Nessus, Open Vulnerability Scanner, and Nikto are all

top-rate vulnerability scanning tools, with varying levels of options, detailed
analysis, and reporting.

TEEOR P

x B, D, and E are incorrect. B and D are incorrect because Burp Suite and Vega
are exploit tools. E is incorrect because FTK is a forensics tool.

13. After you complete your scan, creating heaps of output, you need to prepare a
report. What are your options?

A. As vulnerability tools rarely generate reports, there’s no need for a report.
B. It’s common to pipe vulnerability tool output to a report generation tool.

C. Nearly all vulnerability scanners generate standardized reports via XML.
D.

Every vulnerability tool generates some kind of report, but not using a
standardized format.

7 D is correct. Essentially every vulnerability scanner has a way of reporting on
the results. Whereas some send output to the screen, others can package results
in a PDF, CSV, XML, or other format.

1 A, B, and C are incorrect. A is incorrect because a report is necessary,
regardless whether the scanning tool itself generates it. B is incorrect because
it’s not common to direct results to a separate reporting tool. C is incorrect
because XML is not a standardized format for results.

14. It’s time to deliver a vulnerability report to the stakeholders. What are your
options for distribution? (Choose all that apply.)
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15.

16.

A. Automated delivery via the report generation component of the vulnerability
scanner

=

Delivered entirely via e-mail to all administrators

C. Delivered manually, through face-to-face meetings

=

E-mailing only the portions immediately relevant to the individual

7 A and C are correct. There are two ways to distribute scan results: automated
and manual distribution. Some vulnerability tools possess the means to
automatically distribute reporting. Still, for the sake of confidentiality,
delivering via a face-to-face meeting is preferred, if practical.

x» Band D are incorrect. A vulnerability report contains sensitive information,
including the organization’s security weaknesses. No part of a vulnerability
report should be delivered via e-mail due to the open nature of such
communications.

What remediation step requires careful discussion concerning the scan results,
with the goal of satisfying both the concerns of technical staff and the
organization’s business objectives?

A. Validation of the results

B. Prioritization of the results
C. Distribution of the results
D. Categorization of the results

7 B 1s correct. Prioritization is the goal—that is, to discuss the results and
decide on the next steps in remediation. Far too often results can be
overwhelming if the focus is to “fix everything now.”

n A, C, and D are incorrect. A is incorrect because, although validation is a
correct step, it’s generally a task done by an internal technical team, not shared
among management. C is incorrect because distribution was already carefully
decided upon and can be found in the statement of work. D 1s incorrect
because categorization is not such a delicate discussion.

Figure 5-1 shows the top portion of the results screen in Nessus when a scan has
completed. The wide bar across the top separates quantities of results in varying
colors. What is Nessus distinguishing by using colors?

A. Scope

B. Chronological order of the scan execution
C. Association to the vulnerability feeds used
D. Criticality of the findings
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Figure 5-1 Nessus results screen

17.

71 D is correct. The colors separating the results are used to distinguish between
the criticality or severity levels of the results.

% B, C, and D are incorrect. B is incorrect because the colors have nothing to do
with scope. C is incorrect because the order in which the scan was done has
little to no impact on the end results or how they are presented. D is incorrect
because vulnerability feeds are irrelevant to the presentation of the results.

The chief information security officer is among many at a meeting about the
vulnerability scan results. Everyone has the same table, shown in Figure 5-2. The
discussion is focused on how to order the findings to remediate. The
cybersecurity analyst focuses on criticality, wanting to fix the findings in the order
shown: A, B, C, then D. The CISO instead wants the remediation order to be C,
B, A, then D. What aspect caused the CISO to change the order of remediation?

A. Criticality
B. Cost

C. Effort to fix
D. Alphabetical
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Finding Risk EfforttoFix Cost
A High 7 months $4,500
B Medium 2 weeks $1,000
C Medium 1 week $8,500
D Low 1 month $6,000

Figure 5-2 Results to remediate

18.

1 C 1s correct. Based on the order the CISO prefers (C, B, A, D), it seems
difficulty of implementation is the guiding factor. A good strategy is to follow
up on the “low-hanging fruit,” or perform fairly simple remediation first.

7w A, B, and D are incorrect. A is incorrect because criticality would be A, B, C,
D order. B is incorrect because cost would be B, D, A, C order. D is incorrect

because remediating by alphabetical order, in addition to being a bit silly,
would be A, B, C, D.

Patching is an important preventative control in ensuring a system’s security.
Patches generally improve the stability of a system and, in the case of security
patches, remediate a vulnerability. However, on the rare occasion a patch gets
released that opens up a different vulnerability, perhaps more severe than the
weakness the patch originally aimed to strengthen. What is the suggested method
for mitigating the risk of an errant patch?

A. Communicate directly with the patch vendor.

B. Wait for others to install the patch, in case of bad news.

C. Have a safe environment as a sandbox for testing patched systems.
D. Don’t install patches.

1 C is correct. Patching is necessary, but there are rare times when patching goes
bad. Always have a sandbox or testing stage for monitoring the effect of
patches on systems.

n A, B, and D are incorrect. A is incorrect because the vendor will naturally say
the patch is fine. B is incorrect because waiting for others isn’t a viable
strategy, especially for critical patches. D is incorrect because not patching
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isn’t going to work in the long run.

19. After the results of a vulnerability scan were prioritized into remediation steps, a
company’s cybersecurity team began working on implementing those steps. All
systems that were affected by the remediation team continued operating as
expected, except for one. One server’s application stopped functioning, no longer
able to reach others systems. The system owner could not figure out why or how
the system just stopped working. What overall process seems most at fault here?

A. Communication/change control
B. Patching/remediation
C. Business continuity

D. Systems administration

7 A is correct. Communication and practicing proper change control are very
likely the cause for the unexpected application disconnect. Whether a
previously open network port was closed or a service deemed unnecessary
was shut down is in the past. Change control, if done correctly, should have
alerted the systems owner to changes impacting the application.

% B, C, and D are incorrect. B is incorrect because patching and remediation are
too granular. Yes, remediation was the direct cause, but not the shortfall that
allowed remediation to become a problem. C is incorrect because business
continuity deals with resuming operations after a significant outage. D is

incorrect because system administration wasn’t at fault but rather likely what
helped resolve the problem.

20. A cybersecurity analyst is hired by a company to conduct a vulnerability scan on
its servers. In the process of scanning a particular server, the analyst comes
across evidence that suggests the system has a great many open vulnerabilities.
What should the analyst do to properly respond to this?

A. Speak to the CISO in confidence about the server.
B. Speak to the internal information security team.
C. Consult the MOU or ROE.

D. Write up a formal SLA specific that that server.

1 C 1s correct. The memorandum of understanding (MOU), or scope of the
vulnerability scan, would include details on how to respond to finding
evidence. The rules of engagement (ROE) should also specify detailed
expectations on interacting with systems. The MOU and ROE contain the
answers to questions such as “What do we do now?”

7w A, B, and D are incorrect. A is incorrect, unless the MOU and ROE
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specifically named the CISO as the point of contact for such findings. B is
incorrect for the same reason—the MOU and ROE would need to name that
team as the contact in order for this to be the correct answer. D is incorrect
because an SLA has no relevance here.

21. Soon after prioritizing remediation steps, the team receives an unexpected memo

22.

from executive management. The chief information officer now expresses
concerns that remediation will have unforeseen effects on operations, and
therefore would like the team to delay its efforts and further discuss evaluating the
risks. Which terms describe the source of the memo as well as the source of the
problem? (Choose two.)

A. Business process interruption
B. Corporate governance

C. Continuous monitoring

D. Service level agreement

7 A and B are correct. This issue hits on corporate governance and its influence
on the remediation team, as well as on business process interruption, or the
tendency of upper management to be a drag on remediation efforts based on
fear of instability in operations.

% C and D are incorrect. C is incorrect because continuous monitoring has

nothing to do with the executive being concerned. D is incorrect because there
1s no mention of an SLA here.

What term is used to describe a contract made between units within an
organization (for example, between IT and HR) to outline the service
expectations, including roles and responsibilities?

A. MOU
B. SLA
C. 10U
D. ROE

1 B is correct. A service level agreement (SLA) is a contract between units
within an organization, or even between an organization and third party, to
specify the service’s availability, response, and other expectations.

n A, C,and D are incorrect. A is incorrect because a memorandum of
understanding (MOU) is an agreement that’s more about expectations for an
event or partnership, such as a vulnerability scan. C is incorrect because an
IOU, or “I owe you,” does not apply here. D is incorrect because the ROE
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(rules of engagement) is a formal set of rules that, in the case of a vulnerability
scan, specify what will happen, who is involved, and what to do when a
vulnerability is discovered.

23. For years, vulnerability scanning tools output their findings with no
standardization, resulting in an array of reporting styles, inconsistent levels of
detail, and no guarantee a particular element was included. This was tolerated
until the demand for policy compliance pushed vendors and NIST to form a
solution to this problem. What was the result?

24.

A.

SIS

FISMA
NIST 800-53
SCAP

ARF

CVE

1 C s correct. SCAP, or Security Content Automation Protocol, is a product of

NIST and industry leaders that provides some standardization around how
vulnerability reporting is presented and managed.

A, B, D, and E are incorrect. A is incorrect because FISMA is the Federal
Information Security Management Act—just one of the sets of requirements
that SCAP helps to present. B is incorrect because NIST 800-53 is the
Security and Privacy Controls special publication from NIST. D is incorrect
because ARF, or asset reporting format, is only one of many components
contained SCAP. Finally, E is incorrect because CVE is the Common
Vulnerabilities Exposure system for standardizing how vulnerabilities are
catalogued.

When you’re configuring vulnerability scanners, what most influences the types of
data you will gather? (Choose all that apply.)

A.

B.

C.
D.

The tool’s capabilities
Regulatory requirements
Scope

SCAP

1 A, B, and C are correct. A is correct because a vulnerability scanner’s

capabilities by definition influence what the tool can do and gather. B is
correct because the regulatory requirements of the company to be scanned
would influence what data you seek to collect, in order to determine

compliance. C is correct because what the company deems ““in scope” will
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25.

26.

impact what types of data are gathered.

% D is incorrect. SCAP would impact how the results are presented, but not
directly change the types of data you intend to find.

A company is starting the process of remediating issues discovered in a
vulnerability scan. One of the more severe vulnerabilities was found on a server
that happens to contain highly sensitive data and is business critical. The
vulnerability would permit exfiltration of the sensitive data across the network. A
possible remediation would be implementing DLP. However, being such an
important system, its remediation was halted by the chief information officer. In
the context of degrading functionality, what might be a good course of action?

A. Do not implement DLP, but do place a sniffer upstream to monitor for
exfiltration. Inform the CIO.

Cease and desist remediation.
Resume remediation after the CIO goes home for the day.
Discuss with the CEO.

Check to confirm that the CIO is not on the ROE and then proceed with the
original remediation.

SIS

7 A 1s correct. Just because the CIO demands that remediation stop, this does not
erase the responsibility to mitigate the risk. If the original steps are called off
due to impacting the server’s operation, then compensating controls such as
implementing data loss prevention (DLP) and/or an intrusion detection system
(IDS) would lessen the exposure.

7w B, C, D, and E are incorrect. B is incorrect because simply doing nothing is
not an option. C is incorrect because it’s likely the CIO would be displeased
when returning the next morning. D is incorrect because this might displease
the CIO even more than option C. Finally, E is incorrect because dismissing
the CIO’s concerns is just as unwise a career move as the other incorrect
answers.

The terms “ongoing scanning” and “continuous monitoring” refer to what in the
context of vulnerability scanning?

A. Simultaneous scanning and monitoring during a scheduled vulnerability scan
B. Scanning occurring regularly, such as daily

C. Agent-based scanning, instead of server-based, to provide continual
availability

D. Full-time staff available to perform vulnerability scanning as needed
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7 B is correct. Ongoing scanning and continuous monitoring refer to having

7

scanning being a part of the company’s routine operation. Daily is suggested as
an optimal frequency, if it can be noninvasive to the environment, because it’s
very responsive to newly discovered vulnerabilities.

A, C, and D are incorrect. A is incorrect because ongoing and continuous does
not suggest “simultancous.” C is incorrect because whether the scan is
performed by agent-based or server-based components is not relevant. D is
incorrect because although having adequate staff does factor into managing
ongoing scanning, it is not the defining characteristic.

27. What vulnerability scanner provides its own scripting language with which to
customize plug-ins?

28.

29.

A.

SRS

Klaatu
Barada
Necturn
Nikto

Nessus

1 E 1s correct. Okay then, that’s it—Nessus has NASL, the Nessus Attack

Scripting Language. Nessus plug-ins are written in NASL. This allows you to
configure Nessus to perform the scan exactly as your specifications require.

A, B, C, and D are incorrect. A, B, and C are incorrect because these are not
vulnerability scanners. D is incorrect because Nikto, a command-line web
vulnerability scanner, does not utilize a scripting language.

Which of the following would be an inhibitor to remediation?

A.
B.
C.
D.

Organizational governance
NASL

SCAP

CSF

7 A 1s correct. Organizational governance can sometimes impede remediation

efforts, based on senior management wanting to ensure operations suffer no
unexpected outages.

B, C, and D are incorrect because neither NASL (Nessus Attack Scripting
Language), the SCAP (Security Content Automation Protocol), nor the CSF
(Cyber Security Framework) inhibit remediation.

Which of the following is a well-known framework for quantifying severity or the
criticality of vulnerabilities?
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A. OpenVAS
B. CVE
C. CVSS
D. CSV

7 C s correct. The CVSS, or Common Vulnerability Scoring System, is a
framework for standardizing ratings for vulnerabilities, including severity.

n A, B, and D are incorrect. A is incorrect because OpenVAS is a vulnerability
scanner. B is incorrect because CVE is a vulnerability and exposure database.

D is incorrect because CSV is a file format, common with spreadsheet
software.

30. What aspect about performing a noncredentialed vulnerability scan is not as
common as when performing a credentialed vulnerability scan?

A. Higher level of detail

B. Higher number of false positives
C. Higher number of true negatives

D. Higher number of verifiable results

7 B s correct. A noncredential scan produces more false positives, takes more
network bandwidth, and would produce fewer verifiable results.

xn A, C, and D are incorrect. A is incorrect because credentialed scans provide
more relevant and deeper detail, whereas noncredentialed scans tend to
produce more general, unverified findings. C is incorrect because
credentialed scans will provide the greater percentage of true negatives due to
the ability to log in for validation. D is incorrect because the credentialed scan
is able to verify the results by virtue of having authenticated.

31. When configuring a vulnerability scanning tool, you may utilize at least one
additional vulnerability feed beyond the product’s own source. Selecting a feed
that matches your needs is important. Which of the following will most influence
your selection of vulnerability feed?

A. Scanning frequency

B. Company policy

C. Regulatory requirements

D. Senior management risk appetite

71 A s correct. The scanning frequency most affects your vulnerability feed
needs. Vulnerability feeds differ in a number of ways, such as providing only
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analyzed vulnerabilities versus vulnerabilities as they are discovered, or
vulnerabilities every few hours versus within minutes.

n B, C, and D are incorrect. B is incorrect because company policy shouldn’t
dictate such a specific technical detail as vulnerability feed requirements. C is
incorrect because regulatory requirements will affect the need for periodic
scanning but won’t have a specialized feed requirement. D is incorrect
because the risk appetite affects the scanning frequency and scope, but has
little impact on feed choice.

32. A B2B health information exchange provider has hired a new cybersecurity team

33.

to perform a vulnerability scan. A junior analyst eager to make a good impression
raises the point that PCI DSS standard requirement 11.2 directly affects
vulnerability scanning. What specific aspect of this scan will the analyst’s
reference affect?

A. Scope

B. Frequency

C. Sensitivity

D. DAR encryption
E. None of the above

1 E 1s correct. Being a health information exchange, operating between
businesses, it’s very unlikely to be operating as a credit card merchant on any
level. Therefore, there’s no issue with maintaining PCI DSS compliance.
(Sorry for the trick question.)

w A, B, C, and D are incorrect. A, C, and D are incorrect because PCI DSS 11.2
has no effect on scope, sensitivity, or data-at-rest encryption. B is incorrect
but it would be relevant only if the company required PCI DSS compliance, in
which case scanning frequency is required to be quarterly per PCI DSS
requirement 11, section 2.

At the earliest stages of a vulnerability scan, which of the following would be the
first step?

A. Draft the ROE.

B. Identify the requirements.
C. Sign the MOU.

D. Configure the scanning tool.

71 B s correct. The first step is to identify requirements. From there, a
memorandum of understanding can be signed. Upon further detailing the
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34.

3S.

engagement expectations, the rules of engagement can be established. Then it’s
tool-configuration time.

n A, C, and D are incorrect. A is incorrect because drafting the ROE would
follow the step of identifying the requirements. C is incorrect because signing
the MOU follows knowing what to put in the MOU (identifying the
requirements). D is incorrect because configuring the tool comes after all the
paperwork is final.

A hospital is interested in having an external ASV perform a vulnerability scan,
from the perspective of an attacker. What is the scanning criteria that most
satisfies the hospital’s needs?

A. Agent-based, instead of server-based

B. Minimum of two vulnerability feeds

C. Extreme care for scope to avoid accessing PHI
D. Noncredentialed scan, instead of credentialed

7 D 1s correct. Choosing to run a noncredentialed scan causes the vulnerability
scan to report with results that most closely resemble what an attacker would
see.

7w A, B, and C are incorrect. A is incorrect because an agent-based scan is
certainly not what an attacker would see. B is incorrect because the number of
feeds 1s not relevant to the question. C is incorrect because although not
accessing PHI (protected health information) is very important, it’s not as
relevant to the question.

What is the most important reason why vulnerability tools require feeds and
updates?

A. Ifthe tool is unaware of a vulnerability, it cannot detect the vulnerability.
B. Without updates, the tool reports more false negatives.

C. Vulnerability tools come with a vendor-provided feed. No extra feed is
required.

D. Ifatool receives no updates, regulatory compliance scans may be outdated.

7 A 1s correct. Similar to other signature-based products like antivirus and
intrusion detection systems, a vulnerability scanning tool is only capable of
scanning for what it’s aware of.

w B, C, and D are incorrect. B is incorrect because it’s true the tool requires
updates to have visibility of vulnerabilities. Therefore, no updates would not
produce false negatives. C is incorrect because the vulnerability scanning tool
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probably does make use of a source, but still should be configured with one or
two other feeds. D is incorrect because it’s likely the regulatory compliance
aspect is not a concern when updates are lacking.

36. A security team was hired to conduct a large-scale vulnerability scan at multiple

37.

38.

sites. The team begins at the smallest facility. In the process of launching the
vulnerability scanner, an analyst soon gets word that users are starting to
complain the network seems slow or unreliable. What might likely be the cause of
the problem?

A. Sensitivity level

B. Risk appetite

C. Permissions

D. Technical constraints

71 D 1is correct. Experiencing a sluggish network given a large vulnerability scan
launched at a small facility seems to point to technical constraints.

7w A, B, and C are incorrect. Sensitivity levels, risk appetite, and permissions
are all very unlikely related to the network issues.

What is a benefit of utilizing a cloud-based web application security scanner,
versus scanning at the site?

A. Less network perimeter traffic.

B. More control on the hardware.

C. Less operations and maintenance.

D. Frequency can be half as often when launched from the cloud.

1 C 1s correct. Cloud-based scanning also transfers maintenance to the scanning
provider.

n A, B, and D are incorrect. A is incorrect because you could expect an external
scan to create more traffic across the perimeter. B is incorrect because you
would have more control over infrastructure if the scanning were done on-site.
D is incorrect because the scanning frequency is not altered based on the
scanning origin.

Prioritizing vulnerabilities 1s made standard and fair given the Common

Vulnerability Scoring System (CVSS). The CVSS ranks vulnerabilities on a 10-

point scale using an equation based on several metrics. Which of the following 1s

not a group of metrics used in scoring vulnerabilities?

A. Attack Complexity/Attack Vector/Privileges Required/User Interaction
B. Confidentiality Impact/Integrity Impact/Availability Impact
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39.

40.

C. Exploit Code Maturity/Remediation Level/Report Confidence
D. Exploit Age/Attack Speed/Ease of Exploitation

71 D 1s correct. Exploit age, attack speed, and ease of exploitation not actual
named factors.

7w A, B, and C are incorrect. All these are actual base metrics in the CVSS
equation for determining severity.

In the process of working with a vulnerability scanning tool, which of the
following shows the correct order of steps?

A. Requirements identification, scan execution, report distribution, report
generation

B. Requirements identification, scan execution, report generation, report
distribution

C. Requirements identification, scan execution, report distribution, report
generation

D. Requirements identification, report generation, scan execution, report
distribution

71 B is correct. The correct order is, of course, requirements identification, scan
execution, report generation, report distribution.

7w A, C, and D are incorrect. All other variations of the process order are not
correct.

At the retailer S-Mart, a security analyst named Ash is familiar with dealing with
local nefarious characters trying to exploit the point-of-sale (POS) machines. The
POS machines are required for the retailer to operate. Further, data in the POS
systems includes financial transaction information. Ash is now developing a data
classification system and asset inventory. How should Ash classify S-Mart’s POS
machines and the data held inside them?

A. Information: private, Asset: critical

B. Information: private, Asset: noncritical

C. Information: public, Asset: critical

D. Information: proprietary, Asset: noncritical

1 A is correct. The data should be classified as private, meaning its disclosure
could cause privacy issues. The POS system is required for the business to
operate, so it is a critical asset.

x B, C, and D are incorrect. All these variations of the data and asset
classifications are not correct.
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Vulnerability Scanning

This chapter includes questions on the following topics:
» Best practices for executing vulnerability scans
» Remediation techniques for uncovering vulnerabilities
* How to review and interpret results of vulnerability scan reports
» Trend analysis techniques for vulnerability management

The cybersecurity analyst needs to be able to understand the output of vulnerability
scans. With a comprehensive vulnerability management process in place, the
cybersecurity analyst will regularly scan for vulnerabilities. The output of these scans
includes a wide range of results. Some of the results might not be legitimate, and some
might not require action. But for all the results, the cybersecurity analyst must be
prepared to review, analyze, and reconcile them.

The vulnerabilities found are dependent on the types of targets within the
organization where these vulnerabilities are discovered. As one would expect,
vulnerabilities found on servers differ from those found on network devices or
endpoints. Understanding the type of device and its purpose goes a long way in
understanding weaknesses as possible avenues for attack. This chapter focuses on how
to analyze vulnerability scan output and the variety of vulnerabilities across the many
types of targets in an organization.

) QUESTIONS

1. What are the most important types of results to identify from a vulnerability scan
report? (Choose two.)

A. False positives

B. False negatives
C. Policy validation
D. Exceptions to policy

2. What is the main purpose of the report after a vulnerability scan is complete?

Technet24


https://technet24.ir
https://technet24.ir
https://technet24.ir

A. Itis to be analyzed by the cybersecurity team responsible for the scan.
B. Itis used to evaluate the team responsible for the target environment.
C. Itis included in the full report given to executive management.

D. Itis used as a baseline for future vulnerability scans.

. A report outcome that at first seems suspicious but later proves to be neutral is
called a what?

A. False negative
B. True positive
C. True negative
D. False positive

. When it comes to prioritizing report outcomes, which of the following would you
consider when deciding on response actions? (Select all that apply.)

A. True negatives

B. False positives

C. Policy exceptions

D. Validated vulnerabilities

. Vulnerability scanning does not always return reliable and accurate results. The
results depend heavily on the systems being scanned. Which of the following
systems would be the least likely to be identified and return genuine scan results?
(Choose two.)

A. CCTV camera, web-enabled with embedded Apache
B. Anopen source firewall, customized by the scan target client

C. Windows 2012 server, missing three months of patches and the latest Service
Pack

D. Novell NetWare 6.5

. Alongside results in the scan report, i1t’s common to see references to external
sources such as OSVDB and NVD. What is the reason for vulnerability scanners
to include information from those databases?

A. The sources provide validation to the scan results.

B. The sources offer additional information and possibly mitigating actions.
C. The sources provide links to upload sanitized data from the scan.
D.

The sources specify whether a result is a false positive or a genuine
vulnerability.
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10.

11.

12.

. What is primary value of STIGs and NSA guides?

A. They are a source of “best practice” principles.

B. They are a proven source of vulnerability validation steps.
C. They provide checklists detailing regulatory compliance.
D. They specify configuration steps for secure networking.

Which of the following are good sources of validating scan results? (Choose all
that apply.)

A. Interviewing the system’s owner
B. Reviewing the system’s event log
C. Comparing against past vulnerability reports and results

D. Examining system and network data such as open ports and services

. What method allows the internal security team to tailor threat mitigation

strategies, evaluate how effective those strategies are, and see the change of
controls over time?

A. Comparing a system against similar systems in the environment

B. Comparing the current system against the original image, when available
C. Comparing the system’s trend in reported vulnerabilities

D. Comparing the results with the system’s logs

What is best described as comparing a scan report against the personal and
documented notes of the scan operator? Such notes would include scanning steps
as well as observations around the scan devices’ configuration and operation.

A. Trending the results

B. Validating the results
C. Reconciling the results
D. Managing the results

What type of scanning target would commonly have vulnerabilities due to the
existence of unnecessary services and open ports?

A. IDS

B. SCADA device
C. VPN

D. Server

For which type of scanning target is it particularly easy to show duplicate
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13.

14.

15.

16.

vulnerabilities?

A. VPN

B. Virtual infrastructure
C. Mobile device

D. SCADA device

A vulnerability found in a hypervisor threatens the security of what devices?
(Choose two.)

A. Endpoint

B. Host server

C. Virtual machine
D. Network device

A cybersecurity analyst is briefing the CEO on the encrypted nature of VPNs. The
CEO, understanding how well VPNs protect confidentiality, asks what their
primary vulnerability is. What should be the cybersecurity analyst’s response?

A. VPNs connect external devices to the internal network.
B. VPNs mask network traffic from monitoring.

C. VPN encryption is difficult to configure.

D. VPNs have no vulnerabilities.

An attacker seeks to enter a protected corporate network. Fortunately, the
company’s cybersecurity team has locked down the network well. Instead, the
attacker discovers an open port in a maintenance-related network. Moving
laterally, the attacker then moves onto the protected network. What is the source
of the vulnerability overlooked by the cybersecurity team?

A. VPN connection

B. Virtualized switch

C. No encryption on either network
D. Interconnected networks

What type of scanning target would commonly have vulnerabilities due to
limitations imposed by carriers?

A. Mobile device
B. Virtual network infrastructure
C. Server

D. Industrial control system
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17

18

19

20

21.

. What is a source of vulnerabilities for essentially all devices?
A. No encryption
B. Patch updates and upgrades
C. Low memory and/or storage space
D. Policy exceptions
. Which term describes what permits a VM to connect to an outside network?
A. Management interface
B. Interconnected network
C. Virtual private network
D. Virtual network
. What do the network protocols IPSec, L2TP, TLS, and DTLS have in common?
A. They facilitate virtual private networks.
B. All are Layer 2 protocols.
C. They are used exclusively for virtual networks.
D. They build interconnections between protected and peripheral networks.

. Which of the following characteristics is prominent in Supervisory Control and
Data Acquisition systems?

A. They typically cover a wide geographical area.

B. They contain several types of control systems, including ICS (industry control
systems).

C. They are common, with only one person operating them locally.
D. They rely on obscure networking protocols such as IPX/SPX.

After creating several virtual machines, a system administrator took great effort to
harden the virtual systems. When finished, the administrator sought approval from
the security team and asked the cybersecurity analyst to try to compromise any
one of the machines. Within a short amount of time, the administrator noticed that
all the machines were running with great difficulty. A little investigation revealed
the virtual systems were running with only one-fourth of the original memory. The
host system was operating normally. When asked, the administrator claimed no
machine was accessed. Where was the likely vulnerability?

A. Virtual network
B. Management interface

C. Host system physical memory
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22.

23.

24.

25.

26.

27.

D. WAP

What 1s the term used to describe when an attacker is able to leap from a virtual
machine to the host machine?

A. Lateral move

B. Virtual interruption
C. Escape

D. Sandbox jump

What are the most common vulnerabilities found in a network infrastructure?
(Select two)

A. Misconfiguration
B. Broadcast storms
C. WAP

D. Enabled COM port

In terms of mitigating vulnerabilities, network appliances should be treated as
specialized forms of what type of device?

A. WAP

B. Endpoint
C. Server

D. Virtual host

Stuxnet, which targeted the uranium enrichment centrifuges run in Iran, was an
example of malware targeting what type of system?

A. VM
B. ICS
C. HMI
D. NAC

What type of system presents a unique challenge in updating due to how critical
its uptime is?

A. HVAC

B. Finance server

C. SCADA

D. Perimeter network protection

An employee has come to you with concerns about installing a software package
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on their desktop. When you ask how confident they are that the software is secure
and from a safe vendor, the employee assures you the package was “signed by a
certificate.” However, the employee mentioned that during the installation an
error appeared, complaining about the signing certificate, but they clicked the
error too quickly to actually understand it. A dialog box is still on the desktop
screen, showing additional information about the certificate. From Figure 6-1, can
you determine what the likely error was?

A. The certificate has expired.
B. The certificate is from an untrusted source.
C. The certificate is based on inadequate encryption.

D. The certificate fingerprint is invalid.

Certificate Eq

General Details lCertiFicatiDn Path |

Show: |-=:P.II:> j
Field | Yalue I ;l
l:]Signature hash algarithrn sha256
ljlssuer BDFS Encryption - adfs. niks.local
|:|'u‘alic| fFrom Thursday, Juky 11, 2013 9:05:...
|| valid ta Friday, July 11, 2014 2:05:18 ...
jSubject B0FS Encryption - adfs. niks.local
|| Public key RSA (2048 Bits)
jThumhprint algorithm shal
%@Tl‘uurnhprint g3 32 bl dl a7 be 96 4 F1 44 .., 3

e9 32 bl dl a7 be 96 4c f1 44 £4 =4 07 9e
8 70 82 bc Ob c8

Edit Properties. .. Copy ko File. ..

Learn more about certificate dekails
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Figure 6-1 Certificate details

28. Over the past year, a few significant changes occurred in a company’s IT
environment. See Figure 6-2 for a list of those changes. Each change had an effect
on vulnerability scan reporting. Looking at Figure 6-3, can you determine what
change most affected the trend of critical vulnerabilities?

A. BYOD policy update
B. Firewall update
C. Router update

D. New AVS
Time Policy Change
Dec-17 BYOD policy update
Mar-18 Firewall update
Mar-18 Router update
May-18 New AVS

Figure 6-2 Documented changes
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Figure 6-3 Vulnerability scan history

29.

30.

31.

32.

On “Bring Your Daughter to Work Day,” cybersecurity analyst Elizabeth brings
her daughter Paige to the data center. Paige is curious why analysts across
different companies and countries take the same steps to harden their
infrastructures. What is Elizabeth’s likely explanation?

A. Requirements are forced by regulatory compliance.
B. Policy is dictated by trends.

C. All analysts trust each other’s good judgment.

D. Best practices are being widely adopted.

A company is experiencing a substantial increase in incidents since allowing
employees to connect their own mobile devices to the internal network. What is
the key vulnerability behind this scenario?

A. Mobile devices are being allowed without any corporate policies.

B. Mobile devices are being used without a VPN connection.

C. Mobile devices are allowed to be plugged into USB ports on desktop PCs
D. The network infrastructure is burdened with additional traffic.

Using the Windows registry editor, a security analyst navigates to the following
key:

HKLM\Software\Policies\Microsoft\Windows\CurrentVersion\Internet Settings

At that key, the analyst sets the value PreventIgnoreCertErrors to
REG_DWORD = 1. What is the key vulnerability that encouraged this setting?

A. The Certificate Authority 1s employing too weak a cryptographic cipher.
B. Users are ignoring certificate errors.

C. The Certificate Authority is untrusted.

D. Users’ devices are unable to send an OSCP status request.

You’ve just learned of a new, critical vulnerability that was discovered late last
night. You suspect your infrastructure is particularly vulnerable. You need to
perform an immediate scan to identify all the affected servers that will require
action. What has your attention first?

A. SIEM
B. VM management interface
C. Vulnerability feed

Technet24
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33.

34.

3S.

36.

37.

D. CVSS

The Authentication metric, the Access Complexity metric, and the Access Vector
metric are all scoring factors used for what system?

A. NVD

B. PCI DSS
C. Nessus
D. CVSS

Soon after completing a vulnerability scan, you review the most critical findings
on your Nginx web server. From the following list, which is the likely false
positive?

CVE-2016-1247 Nginx Root Privilege Escalation

CVE-2017-0278 Windows SMB Remote Code Execution

CVE-2017-7529 Nginx Remote Integer Overflow

CVE-2018-7584 PHP Stack Buffer Overflow

E. CVE-2017-14176 Bazaar with Subprocess SSH, allows Remote Execution

A vulnerability scan reports a web service running on a server. However, you
only know of an application developed in-house running on that server.
Additionally, the server is not external facing, and you’re fairly confident there is
no web service running. What is the likely port of